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Conformity Assessment Body

1 Conformity Assessment Body:
datenschutz cert GmbH
Konsul-Smidt-Str. 88a
D-28217 Bremen
Germany
VAT No.: DE 260 557 462
Internet: www.datenschutz-cert.de

2 The Certificate of Accreditation is available at

3 https://www.dakks.de/de/akkreditierte-stelle.ntml?id=D-ZE-16077-01-00

4 Head of Conformity Assessment Body: Klaus-Werner Schroder

National Accreditation Body
5 National Accreditation Body:
Deutsche Akkreditierungsstelle GmbH
Spittelmarkt 1o
D-10m17 Berlin
Germany

Internet: www.dakks.de

Trust Service Provider Assessed
6 Organisation assessed:
Digi- ja vaestotietovirasto (DVV)
Lintulahdenkuja 2

00530 Helsinki

Audit Details
7 Requirements: Regulation (EU) No 910/2014, ETSI EN 319 401, ETSI EN 319 411-1, -2
8 Kind of audit: stage 1 audit, stage 2 audit
9 Goal of audit: assessment of conformity

10  The full audit (stages 1and 2) is based on

+ documentation provided by the organization assessed,
« interviews with employees and management,

« on-site audit.
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Summary

The audit was performed as a full annual audit of the trust service provider’s services.
The premises of the trust service provider in 00530 Helsinki have been audited on-site.
The on-site audit (stage 2) was conducted after successful completion of stage 1audit.
It took place from 01.06.2022 t0 13.07.2022 and covered the period from 13.07.2022 to
12.07.2023.

The audit was performed according to the European Standards ETSI EN 319 401 V2.4.1
(2021-1), ETSI EN 319 411-1V1.3.1 (2021-05), and ETSI EN 319 411-2 V2.3.1 (2021-05).

The trust services audited are described in the following policy and practice documents
of the trust service provider:

[1] Digi- ja vaestotietovirasto., Certificate Policy for Population Register Centre’s
citizen certificate, v1.0, 03.05.2018 (OID: 1.2.246.517.1.10.202)

[2] Digi- ja vaestotietovirasto., Certificate Policy for Population Register Centre’s
citizen certificate, v1.1, 01.01.2017 (OID: 1.2.246.517.1.10.22)

(3] Digi- ja vaestotietovirasto., Certificate Policy for Digital and Population Data
Services Agency’s citizen certificate, v1.3, 13.03.2023 (OID: 1.2.246.517.1.10.302,
1.2.246.517.1.10.352)

(4] Digi- ja vaestdtietovirasto., Varmennepolitiikka (CP) for Population Register
Centre’s organisation certificate, v1.0, 03.05.2018 (OID: 1.2.246.517.1.10.203)

[5] Digi- ja vaestdtietovirasto., Varmennepolitiikka (CP) for Population Register
Centre’s organisation certificate, v1.2,14.09.2017 (OID: 1.2.246.517.1.10.23)

(6] Digi- ja vaestotietovirasto., Certificate Policy for Digital and Population Data
Services Agency’s organisation certificate, v1.2, 29.09.2022 (OID:

1.2.246.517.1.10.353)

[7] Digi- ja vaestdtietovirasto., Certificate Policy for the Population Register
Centre's server certificates, v1.3,14.06.2021 (OID: 1.2.246.517.1.10.34)

(8] Digi- ja vaestdtietovirasto., Certificate Policy for the Population Register
Centre’s service certificates, v1.0, 03.05.2018 (OID: 1.2.246.517.1.10.205)

(9] Digi- ja vaestdtietovirasto., Certificate Policy for Digital and Population Data
Services Agency’s service certificates, v1.2,29.09.2022 (OID:1.2.246.517.1.10.305,
1.2.246.517.1.10.355)

[10] Digi- ja vaestotietovirasto., Certificate Policy for Temporary Certificate, vi.0,
03.05.2018 (OID: 1.2.246.517.1.10.204)

[11] Digi- ja vaestotietovirasto, Certificate Policy for Temporary Certificate, v1.2,
07.10.2022 (OID: 1.2.246.517.1.10.304, 1.2.246.517.1.10.354)

[12] Digi- ja vaestdtietovirasto., Certificate Policy for social welfare and health care
professionals’ certificate, v1.0, 03.05.2018 (OID: 1.2.246.517.1.10.206)
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[13] Digi- ja vaestotietovirasto., Certificate Policy for social welfare and health care
professionals’ certificate, v1.1, 01.01.2017 (OID: 1.2.246.517.1.10.7)

4] Digi- ja vaestotietovirasto., Certificate Policy for social welfare and health care
professionals’ certificate, v1.2, 30.09.2022 (OID: 1.2.246.517.1.10.306,
1.2.246.517.1.10.356)

[15] Digi- ja vaestotietovirasto., Certificate policy For Population Register Centre’s
Service Certificate for the Social Welfare and Healthcare Sector, vi.4,
14.06.2021 (0ID: 1.2.246.517.1.10.10)

[16] Digi- ja vaestotietovirasto., Certificate Policy for Population Register Centre’s
service certificate for the social welfare and healthcare sector, v1.0, 03.05.2018
(OID:1.2.246.517.1.10.208)

(7] Digi- ja vaestotietovirasto., Certificate Policy for Digital and Population Data
Services Agency’s service certificate for the social welfare and healthcare
sector, v1.2,30.09.2022 (OID: 1.2.246.517.1.10.308, 1.2.246.517.1.10.358)

[18] Digi- ja vaestotietovirasto., Certificate Policy for the temporary certificate of
social welfare and healthcare professionals, vi.0, 03.05.2018 (OID:
1.2.246.517.1.10.207)

[19] Digi- ja vaestotietovirasto, Certificate Policy for the temporary certificate of
social welfare and healthcare professionals, vi.2, 03.10.2022 (OID:
1.2.246.517.1.10.307, 1.2.246.517.1.10.357)

[20] Digi- ja vaestotietovirasto., Certification Practice Statement for Population
Register Centre's citizen certificate stored on an ID card, v. 1.0, 03.05.2018 (OID:
1.2.246.517.1.10.202.1)

[21] Digi- ja vaestotietovirasto., Certification Practice Statement for Population
Register Centre's citizen certificate stored on an ID card, v. 1.2, 14.09.2017 (OID:
1.2.246.517.1.10.22.1)

[22] Digi- ja vaestotietovirasto., Certification Practice Statement for Digital and
Population Data Services Agency's citizen certificate stored on an ID card, v.
1.2,13.03.2023 (OID: 1.2.246.517.1.10.302.1, 1.2.246.517.1.10.352.1)

[23] Digi- ja vaestotietovirasto., Certification Practice Statement for organisation
certificates, v1.0, 03.05.2018 (OID: 1.2.246.517.1.10.203.1)

[24] Digi- ja véestotietovirasto, Varmennuskaytdntd (CPS) for organisation
certificates, certificate distribution under agreement, vi.0, 03.05.2018 (OID:
1.2.246.517.1.10.203.2)

[25] Digi- ja vaestotietovirasto., Varmennuskdytanté (CPS) for non-regulated
healthcare worker's certificate, v1.0, 03.05.2018 (OID 1.2.246.517.1.10.203.3)

[26] Digi- ja vaestétietovirasto., Varmennuskaytantd (CPS) for service provider
person's certificate, v1.0, 03.05.2018 (OID 1.2.246.517.1.10.203.4)

[27] Digi- ja vaestotietovirasto., Certification Practice Statement for organisation
certificates, v1.2,14.09.2017 (OID: 1.2.246.517.1.10.23.1)
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[28] Digi- ja vaestotietovirasto., Varmennuskaytantd (CPS) for organisation
certificates, certificate distribution under agreement, v1.2, 14.09.2017 (OID:
1.2.246.517.1.10.23.2)

[29] Digi- ja vaestotietovirasto., Varmennuskadytanté (CPS) for non-regulated
healthcare worker's certificate, v1.1, 01.01.2017 (OID 1.2.246.517.1.10.23.3)

[30] Digi- ja vaestotietovirasto., Varmennuskaytanto (CPS) for service provider
g~ ) y P
person's certificate, v1.1, 01.01.2017 (OID 1.2.246.517.1.10.23.4)

[31] Digi- ja vaestdtietovirasto., Certification Practice Statement for Digital and
Population Data Services Agency’s organisation certificates, v1.1, 29.09.2022
(OID:1.2.246.517.1.10.303.1, 1.2.246.517.1.10.353.1)

[32] Digi- ja vaestdtietovirasto., Certification Practice Statement for Digital and
Population Data Services Agency’s organisation certificates, certificate
distribution under agreement, vi.0, 01.06.2021 (OID: 1.2.246.517.1.10.303.2,

1.2.246.517.1.10.353.2)

[33] Digi- ja vaestdtietovirasto., Certification Practice Statement for Digital and
Population Data Services Agency’s non-regulated healthcare worker's
certificate, v1.1, 29.09.2022 (OID 1.2.246.517.1.10.303.3, 1.2.246.517.1.10.353.3)

[34] Digi- ja vaestotietovirasto., Certification Practice Statement for Digital and
Population Data Services Agency’s service provider person's certificate, v1.0,
01.06.2021 (OID 1.2.246.517.1.10.303.4, 1.2.246.517.1.10.353.4)

[35] Digi- ja vaestotietovirasto., Certification Practice Statement for Temporary
Certificate, v1.0, 03.05.2018 (OID: 1.2.246.517.1.10.204.1)

[36] Digi- ja vaestotietovirasto., Certification Practice Statement for Temporary
Certificate, v1.1, 07.10.2022 (OID: 1.2.246.517.1.10.304.1, 1.2.246.517.1.10.354.1)

[37] Digi- ja vaestotietovirasto., Varmennuskaytanto (CPS) for social welfare and
health care  professionals’ certificate, vi.0, 03.052018 (OID:
1.2.246.517.1.10.206.1)

[38] Digi- ja vaestotietovirasto., Varmennuskaytanto (CPS) for social welfare and
health care professionals’ certificate, v1.1, 01.01.2017 (OID: 1.2.246.517.1.10.7.1)

[39] Digi- ja vaestotietovirasto., Varmennuskaytanto (CPS) for social welfare and
health care professionals’ certificate, vi1.1, 30.09.2022  (OID:
1.2.246.517.1.10.306.1, 1.2.246.517.1.10.356.1)

[40]  Digi-javaestotietovirasto., Certification Practice Statement for the temporary
certificate of social welfare and healthcare professionals, vi.0, 03.05.2018
(OID:1.2.246.517.1.10.207.1)

[41] Digi- ja vaestotietovirasto., Certification Practice Statement for the temporary
certificate of social welfare and healthcare professionals, v1.1,03.10.2022 (OID:
1.2.246.517.1.10.307.1, 1.2.246.517.1.10.357.1)

[42] Digi- ja vaestotietovirasto., Certification Practice Statement for the Population
Register Centre's server certificates, v1.3,14.06.2021 (OID: 1.2.246.517.1.10.34.1)
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[43] Digi- ja vaestotietovirasto., Certification practice statement for Population
Register Centre’s server certificate for e-service use, v1.3, 14.06.2021 (OID:
1.2.246.517.1.10.34..2)

[44] Digi- ja vaestotietovirasto., Certification Practice Statement for the Population
Register Centre's wellbeing application services server certificates, vi.4,
14.06.2021(0ID:1.2.246.517.1.10.34.4)

[45] Digi- ja vaestotietovirasto., Certification Practice Statement for Population
Register Centre's server certificates, v. 10, 03.052018 (OID:
1.2.246.517.1.10.205.1)

[46] Digi- ja vaestotietovirasto., Certification Practice Statement for Population
Register Centre's server certificate for e-service use, v. 1.0, 03.05.2018 (OID:
1.2.246.517.1.10.205.2)

[47] Digi- ja vaestotietovirasto., Certification Practice Statement for Population
Register Centre's wellbeing application services server certificates, v. 1.0,
03.05.2018 (OID: 1.2.246.517.1.10.205.4)

[48] Digi- ja vaestdtietovirasto., Certification Practice Statement for DPDSA server
certificates for the social welfare and healthcare sector, v.1.2,30.09.2022 (OID:
1.2.246.517.1.10.308.1, 1.2.246.517.1.10.358.1)

[49] Digi- ja vaestdtietovirasto., Certification Practice Statement for DPDSA server
certificates for service use in the social welfare and healthcare sector, v. 1.1,
30.09.2022 (OID: 1.2.246.517.1.10.308.2, 1.2.246.517.1.10.358.2)

[50] Digi- ja vaestdtietovirasto., Certification practice statement For PRC Server
Certificates for the Social Welfare and Healthcare Sector, vi.4, 14.06.2021 (OID:
1.2.246.517.1.10.10.1)

[51] Digi- ja vaestdtietovirasto., Certification practice statement For PRC Server
Certificates for service use in the Social Welfare and Healthcare Sector, vi.4,
14.06.2021(0ID:1.2.246.517.1.10.10.2)

[52] Digi- ja vaestotietovirasto., Certification Practice Statement for PRC server
certificates for the social welfare and healthcare sector, v. 1.0, 03.05.2018 (OID:
1.2.246.517.1.10.208.1)

[53] Digi- ja vaestotietovirasto., Certification Practice Statement for PRC server
certificates for service use in the social welfare and healthcare sector, v. 1.0,
03.05.2018 (OID: 1.2.246.517.1.10.208.2)

[54] Digi- ja vaestotietovirasto., PKI Disclosure Statement, Population Register
Centre’s citizen certificate, v. 1.0, 03.05.2018

[55] Digi- ja vaestotietovirasto., PKI Disclosure Statement, Population Register
Centre’s citizen certificate, v. 1.1, 01.01.2017

[56] Digi- ja vaestotietovirasto., PKI Disclosure Statement, Digital and Population
Data Services Agency’s citizen certificate, v. 1.3, 13.03.2023

[57] Digi- ja vaestotietovirasto., PKI Disclosure Statement, Population Register
Centre's organisation certificate, v. 1.0, 03.05.2018
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(58] Digi- ja vaestotietovirasto., PKI Disclosure Statement, Population Register
Centre's organisation certificate, v. 1.1, 01.01.2017

[59] Digi- ja vaestotietovirasto., PKI Disclosure Statement, Digital and Population
Data Services Agency's organisation certificate, v. 1.2, 29.09.2022

[60]  Digi-javaestotietovirasto., PKI Disclosure Statement, Temporary certificate of
the Population Register Centre, v. 1.0, 03.05.2018

[61] Digi- ja vaestotietovirasto., PKI Disclosure Statement, Temporary certificate of
the Digital and Population Data Services Agency, v. 1.2, 07.10.2022

[62] Digi- ja vaestotietovirasto., PKI Disclosure Statement for social welfare and
health care professionals’ certificate, v1.0, 03.05.2018

[63] Digi- ja vaestotietovirasto., PKI Disclosure Statement for social welfare and
health care professionals’ certificate, v1.1, 01.01.2017

[64] Digi- ja vaestotietovirasto., PKI Disclosure Statement for social welfare and
health care professionals’ certificate, v1.2,30.09.2022

[65] Digi- ja vaestotietovirasto., PKI Disclosure Statement, The Population Register
Centre’s temporary certificate for social welfare and healthcare professionals,
v.1.0, 03.05.2018

[66] Digi- ja vaestotietovirasto., PKI Disclosure Statement, The Digital and
Population Data Services Agency’s temporary certificate for social welfare and
healthcare professionals, v.1.2, 03.10.202

[67] Digi- ja vaestdtietovirasto., PKI Disclosure Statement for the Population
Register Centre’s server certificates, v1.0, 03.05.2018

[68]  Digi- ja vaestotietovirasto., PKI Disclosure Statement for the Digital and
Population Data Services Agency's Service certificates, v1.2, 29.09.2022

[69]  Digi- ja vaestotietovirasto., PKI Disclosure Statement for Population Register
Centre’s Service Certificate for the Social Welfare and Healthcare Sector, v1.2,
01.12.2017

[70] Digi- ja vdestotietovirasto.,, PKI Disclosure Statement for Digital and
Population Data Services Agency's Service Certificate for the Social Welfare
and Healthcare Sector, v1.2, 30.09.2022

[71] Digi- ja vaestotietovirasto., PKI Disclosure Statement for the Population
Register Centre’s service certificate for the social welfare and healthcare
sector, v1.0, 03.05.2018

Root Certificate VRK Gov. Root CA
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification Au-
thority Services, O = Vaestorekisterikeskus CA, S = Finland, C = Fl
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Serial No.: 0186 ao (hex)
Valid from: 18. December 2002 14:53:00
Valid to: 18. December 2023 14:51:08

Certification Authority: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = Fl

Information on Algorithm: shaiRSA
Public key (ASN.1-notation): 2048 bits

30 82 010a 02 82 010100 bo 8515da c8 0337do a3 46376c1b1egb30c25a
8512 6723 f2 bb 9f e78a 8160 271813 a9 3c bc f7 86 aa aa f4 f3 25 29 byg fe 75 ae
1€ 8186 8a 05 b21d 65 b2 38 e8 bg cc 28 9a fb 1736 f1 93 d5 79 ce ¢183 8b 21 4f ¢3
od ad 41 df 78 9d 48 e31f 42 44 fc 3¢ 6d 21 20 6b ad 22 84 24 42 8f17 4d c2 50 1f
64 cd 2d 39 2256 88 fd b2 63 9d 54 da 42 69 co c8 4f d718 e23e c8 69 84 94 3d
2c 80 cb 7c ce bd d7531f eb 88 bg a6 cb bb 85 57 ef 5776 5d oc 8b d3 5e 12 41 of
21¢c0 39 f4 26 6d 08 fa 38 b3 a1 77 b1 ee 16 d8 do 68 da b4 98 a5 ao 65 46 4a 6b
8d 7e aa 4d 60 b8 f8 c8 od fc 71 3e ee 39 87 81 b4 dg f8 6e 9o ee 3f 0e 61d71d 2b
68 €6 2e €142 44 26 78 2c 58 f27d 16 7f 61 co 49 24 2a 89 87 b6 5d 2f 2919 f8 a6
e78e 52 9e 414b 5a oe aa b8 c2 66 42 53 02 03 01 00 01

Thumbprint of the certificate (SHA256):
foo8733ec500dc498763cc9264cb6fceagoec22000e927dos3cegcgobfaogb6cb2

Applied policy: itu-t(o) identified-organization(4) etsi(o) other-certificate-
policies(2042) policy-identifiers(1) ncp (1) = 0.4.0.2042.1.1

According to ETSI EN 319 411-1 V1.3.1 (2021-05), NCP.

Root Certificate VRK Gov. Root CA — G2
15 The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA - G2, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, C = Fl

Serial No.: 03 od 40 (hex)
Valid from: 14. December 2017 09:50:31
Valid to: 13. December 2038 09:50:31

Certification Authority: CN = VRK Gov. Root CA - G2, OU = Varmennepalvelut,
OU = Certification Authority Services, O = Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: sha512RSA
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Public key (ASN.1-notation): 4096 bits

30 82 02 0a 02 82 02 01 00 bf d6 00 4a 89 oe 2f 23 3b 72 7f 73 20 65

datenschutz &g

ao 5f16 c5

7b 5e 5c 06 fg 66 73 20 82 f5 62 96 17 94 51 fe gb 35 €8 f2 oe 5f 7f 2195 1c 62 co
e4fg 8278 5cef 55 co c7fcod 79 f3 b6 4c 8236 0a bo 4b fc 2d 61a6 ob 88 b8 4f
bg o5 ae 06 cc 09 d3 7b 4a od 68 89 13 45 00 a3 9d 5c e6 7e a5 1e e7 06 2f fo 6b
45 a4 a2 d4 9b 87 ca 98 65 60 eb 5a cc a2 95 ec 93 5b 4a a5 76 7d 5f 75 d2 2d 95
477a 69 b173 88 ac 652479 20 7f 88 86 45 6412 €814 c738 90 97 1c f1 417 b8
e0 37 ff b6 bs cc315a cc 28 ff 84 a8 53 56 58 72 dd 63 co 3b 471d 8c 56 43 de 54
c7 08 cc3f 7a e8 c2 03 ca 34 bc 85 95 e7 ¢3 d1 20 d2 f4 4a 2b f1eg ef 7d 7a 5b bg
04 605204 78 9d e8 e7 29 43 6e 3b 0100 d8 2a cc 06 26 02 6a 84 3f f3 08 aa 3e
14 fd f7f7 8e bg 80 30 42 a5 05 7¢ cd f3 a1 84 22 78 11 41 09 d5 8c 80 0ob 4e 58 8d

98 d4 73 3d 1517 6d 99 3d €4 84 f3 47 3¢ 2f 6b 99 14 84 213b 9c 56 65

52 f5 8f ab

od ag 63 82cc39 52 b1eaa7s59ge3a3coof793ee8953e46acbgddb8s578s
f6 97 ff 9e b3 08 6 37 56 de fc a6 33 38 8d bf od 6b 96 a6 8b eg 70 4a b7 67 44
a8 89 2e 9o eb 97 8b ee 6f gcac 73 45 fb 69 38 fd 56 f8 o5 eb a3 11ccc8faf2cqg
bo f8 d719 f8 06 €6 96 60 7d d4 e4 b6 f3 d4 9b 19 5f df 31 83 ce b8 eo 75 96 29

6d 3c 2f e8 59 co 4a 9f ba ec fa 93 f6 91 6f 2d 24 14 92 2b be ad 9d 08
2a13df d8 do 7c¢ f156 f3 6b 74 2d c4 e3 ee 80 612c ab 0a 5d 5549 4b
b1b752d6 99 d3ef24do1co06489a1bc2179cb2e6 8bfd2d 72 b

58 35 e1 61
61af 95 4e

973c18 49

5156 7¢ 55 e4 12 be 50 89 1d 69 28 19 48 c3 da 22 8139 eo eo 05 aa bd 02 03 01

00 01

Thumbprint of the certificate (SHA256):

34ff2a4409dc1383e9f8966e8adfes719eba373fdoadse2f49fgoeeoycfsd4c

Applied policy: itu-t(o) identified-organization(4) etsi(o) other-certificate-

policies(2042) policy-identifiers(1) ncp (1) = 0.4.0.2042.1.1

According to ETSI EN 319 411-1 V1.3.1 (2021-05), NCP.

Root Certificate DVV Gov. Root CA — G3 RSA

16 The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU =

Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C
Serial No.: 017940cbf49afec66649c9fo7905db (hex)
Valid from: 6. May 202110:30:42

Valid to: 5. May 2042 10:30:42
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Certification Authority: CN = DVV Gov. Root CA - G3 RSA OU =
Varmennepalvelut, OU = Certification Authority Services, O = Digi- ja
vaestotietovirasto CA, C = FI

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

30 8202 0a 0282020100 c19f0280812d89 84 61664b1b3ba3zogeisiga
1d 20 08 8a 16 60 a4 f3 3c 4c ea 1b 90 3c 6129 2c ff1e 4a 29 df 44 2f a7 67 95 €7
€477 92 86 ob 5a ad 3e 25 67 8e bc f8 c2 fo 2b 9f b1 95 9o 5d 11 5c a7 93 5€ 49 31
8b 55212 adfe bo1ee7e13163c42574e2ac39e50956363a62f8086a6971
4143 eo 8f bb 78 f6 78 eb dd 12 69 f4 9e 48 3b 87 c7 04 ea ff 3b 88 5f 7f 44 dc 2c
4534 da baec3684047b1f4c011aa9621f9c7703d49bdg 88 bc 46 d1eb cd
511f 2aed 3d 4d 06 0711 bf c1733632€e9c11a82de 4346 ad 8296 eeeo al ag
3e 6e bg f2 2b ob 64 f3 d1 93 4d 7b 8e fo c516 7b cd 13 04 85 9f b3 d5 ef 6d d7 13
bg 2f 7e 1b dd 17 9b 6b 84 d4 9cf2 66 7b 7592 d7 9142 03 1e e9 a9 fg b6 10 03 €6
dd 26 2f 46 ef a2 4533 53 9d 97 be 55 7b ae 22 85 84 62 €6 38 2109 15 a3 25 07 57
62 8d d73d f3 oc dc 64 2a 26 83 6a 07 2f c3 09 5f 4b f3 fo 4e d8 ea 36 5f 66 35 9d
e22df83baoecd3 ob258258 cfbfo20318 e370 ba 64 ba aa2b 86 of 3af7ba
e8 55 9f e6 e8 fb 72 94 ae bg 22 99 ed a1 58 ca 77 07 ba 55 eb 79 a8 ba 73 96 43
80 acd3 98 e1735e567794 ae 41175915 6¢ 80 4b cf 5a bo 41de obacc616 2d
c7€339d8 c5ac 39 ce 3f 9a df b7 d6 4f 7e be 8a 9f c2 29 16 4f 05 ca 00 9 28 89
8c91191a 05 cd 75 5b 0a 37 27e0 225258 2d 58 3a b4 62 f3 09 3f bc cc eo 63 3d
7a e9 f1ed ao bc fc eg fg e1 27 af 45 4b d2 44 34 72 a0 16 48 72 33 a9 5d 27 4f 15
da 4d 8e 1d 9e 56 b1 64 57 90 a8 fg dc 48 ed 66 05 40 f4 54 1b d6 81 €2 7a d1 73
36 07 8c3b f3 dada 835b5foc7876a3fdod 15 25 de 87 02 03 0100 01

Thumbprint of the certificate (SHA256):

D3ED3FC40AD26B52E001E1E18F4B9449529DEB75A81D5EB680D7B62DB23BA96
D

Applied policy: itu-t(o) identified-organization(4) etsi(o) other-certificate-
policies(2042) policy-identifiers(1) ncp (1) = 0.4.0.2042.1.1

According to ETSI EN 319 411-1 V1.3.1 (2021-05), NCP.

Root Certificate DVV Gov. Root CA—G3 ECC

The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 ECC, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = Fl

Serial No.: 017940a7bsda7d9oicagqbf25aaeae (hex)

Digi- ja vdestotietovirasto (DVV) « Audit Attestation - 12.07.2023, v7
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Valid from: 6. May 2021 09:51:30
Valid to: 5. May 2042 09:51:30

Certification Authority: CN = DVV Gov. Root CA - G3 ECC, OU =
Varmennepalvelut, OU = Certification Authority Services, O = Digi- ja
vaestotietovirasto CA, C = FI

Information on Algorithm: sha384ECDSA
Public key (ASN.1-notation): 384 bits

04 b3 2d ca 3f 8a ae 92 24 0a 92 ca 05 e6 e2 6b od 7d cf 2f 89 ab a7 5a 55 f7 06
a6 60 5e a3 2e af 48 6d dd oe c4 33 2a ca ab 54 99 7a 88 8a cf b3 2f 13 28 d6 dd
eb b3 a8 d6 59 ca ey c51a 0oe dc 8d 8a ac bo 6b 6d 51 86 ef 94 4a fa e8 be 4b ed
56 71fo 1d ea 4b bs f5 63 59 12 b8 af 89 b1 30

Thumbprint of the certificate (SHA256):
5546A52504FBA74F61FFD4890067529ADE3B9C9DO7E502592831CCDAQB369F
D3

Applied policy: itu-t(o) identified-organization(4) etsi(o) other-certificate-
policies(2042) policy-identifiers(1) ncp (1) = 0.4.0.2042.1.1

According to ETSI EN 319 411-1 V1.3.1 (2021-05), NCP.

Citizen Qualified Certificates — G2
18  The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification Au-
thority Services, O = Vaestorekisterikeskus CA, S = Finland, C = FI

Serial No.: 01 aa 95 (hex)
Valid from: 21. November 2013 13:14:33
Valid to: 17. December 2023 23:59:59

Certification Authority: CN = VRK Gov. CA for Citizen Qualified Certificates - G2,
OU = Valtion kansalaisvarmenteet, O = Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: shaiRSA

Public key (ASN.1-notation): 4096 bits

30 8202 0a0282020100d4aa75b2e71af7a47058 6296 ag91ac5552829
6e 17 db bf f8 573c 02 3f 9f ec 40 74 82 36 ed 4d 62 c9 2157 ce 95 9a e5 f7 fc 50
65a11c 818 c5 b4 3164 47 08 dd ec 77 d9 56 23 c2 dd c9 63 de 7f 60 7e 19 fe 2a
e125fd 8f de 47 dd ad 9f 29 3a fo 4212 0f 29 36 2e 0e 5d dd f8 32 c8 86 dc ea do

2e 0a77233af5487082e0b26c8bodof17161d e8 ob 74 fb f2 23 7¢ 85 59 71
e6 7570 0b cf8953fbf858 aa15f2fb65971d c16fcbcaogd6 6ear3offsb 76

Digi- ja vdestétietovirasto (DVV) « Audit Attestation - 12.07.2023, v7 11/35
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fo5022a0159351cbe3 2fe803d64b 9d bbg981c57a1dc7b98 93 ac 09 33de
5d 40 b6 21d71e 94 e4 2f1a39 6a 9a 3caa 71 a3 fd 80 9o 05 69 6b €712 54 62 23
b2 6d de c5d303c022543867e251b210029ae823d962d3f59b514b0276
6a 4f 2a a73e a8 6186 bg d1fd 76 df df e7 42 59 bo e6 2132 3f 36 aa 4e oce8 50
04 c8 eb 65521d d5 c3 84 30 43 4d f6 50 22 ce 9126 3f e5 69 ad 58 ac 3f 95 24 6e
1f 27374718 43 08 30 217 4a df 77 65 48 12 d3 41 fe 2c of 49 4d ae 94 fo df 38 fe
oddof43f5931247c23b3125231628a1a8cc109 46 0ach65472bdg4b2c
29 a3 59 aa 98 bs cg 1f e3 e3 bc 12 of 77 55 8b 5c 05 77 06 2a 8d ed 74 a3 7d 35 8
4b 3232 0f e1db 3f od c6 dd 29 36 cf 2b bg 56 oc 1f 46 6f 2b 2d 87 0a 4d 14 62 97
¢4 3b 3f b1 ob bg 72 ca 64 6d 46 cd 6a 6b 96 c6 52 90 bg a4 ca fc ee 90 33 64 02
ed 6b121e ee eafgeq 28 98 2e 39 e4 03 c4 fo 8d fe 11fg 6558 d6 bg c9 26 dd 58
48 78 de 53 a4 €8 f8 bg f2 29 64 b1f4 e2 be 38 a6 95 af f7 58 15 9e 68 311 41 b2
22 of bf 70 26 50 b3 d15b 42 83 67 7f e1f7fc 95 02 03 01 00 01

SHA256 thumbprint:

8263C4EC2BEFEB26BDD833F77873CC8EC59D934A16282C2B0848CDA2AFDASE
B5

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural (0) = 0.4.0.194112.1.0

This service is referred to as “Citizen qualified certificate - G2”. The service issues
certificates for nonrepudiation and authentication to citizens, where the private
signing keys reside in a secure signature creation device, according to ETSI EN 319 411-
2V2.3.1 (2021-05), QCP-n.

The set of documents describing the service is [2], [21], and [55].

Citizen Qualified Certificates — G3
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA - G2, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, C = Fl

Serial No.: 030d43 (hex)
Valid from: 3. May 2018 11:28:59
Valid to: 2. May 2038 11:28:59

Certification Authority: CN = VRK Gov. CA for Citizen Certificates - G3, OU =
Valtion kansalaisvarmenteet, O = Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits
30 82 02 0a 02 82 02 0100 b3 1f ag af e5 88 52 44 98 62 50 cf 86 4b 39 a5 c7 &1
8a167e591cad 76 c9 58 1b d259 29 8d 39 9d 3e 857 2c 8b 40 co do ec3e 38 3¢
72 bb 8538 3a 9cf22278 637298 cb 3 62 ccdecs2511ff5d bb738c02842718
2d 7335 5b b8 22 cf fe 85 ed ff 46 52 8d 42 a5 82 51 2f d117d7c3 be 7b1034 17 6a

b4 8359 59 f6 bb 79 fb f174 7712 a7 88 d8 78 36 d7 94 a7 co 71 4d a4 e8 8a c1 fe
d8 8510 55 b2 41 65 27 38 3f 28 cb 34 ab cb 21 ¢5 ca ¢6 9d oe 4e 67 bc 27 7b 54 6¢

Digi- ja vdestotietovirasto (DVV) « Audit Attestation - 12.07.2023, v7
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32a4 0027 7fee b7ee3ci1e 72 9ccf b1cd f5c434 9372 ab aaeo 8e bd c3dg 70
28919024 885874102938 e4 6709 25fbd2c63cacao 9519 391efabb 8a23
1€ 44 46 ea 80 cc dc b6 a2 4150 9a cc ab 6¢ c113 cd 8f 8d d3 97 ae f5 3¢ 7b df 39
1e 53 e52b b ca 72103438 ee 9f 59 f5 a3 b3 c134 b5 09 47 04 ed 4d e8 8f 2a 8b
94 70 99 25 56 ge 75 1d 2f a3 f3 4f 2c 73 db 90 d1¢1 99 90 3d 80 d1 of d1dd 41 cf
4e cf56 76 08 do 5e 1a 3c ab ao cf 4d 82 3¢ 8f bo 42 643 co 4c 72 2b 06 42 75 co
a75a41af af de 36 2e a119 b4 bd 47 b3 dd e4 70 12 c9 be 9f 69 00 e7 4e 4b of 57
44 cdf21c 62 d6 5e 3afc2d 36 66 e1ca bd 68 2e d4 08 50 84 5577 d2 6f 9537 6d
oa1bgf3e1f13 63 c7cd 5fc8 d6 of 76 36 56 bo 5 82 eg 9f f5 16 2b 6e cc d8 8e bb
45007018 52 fc 14 28 80 98 3 78 9e d6 ff b1 2d 65 3f 16 cd 7f 4e 6e 45 92 e4 08
af d4 2f b6 oe e7fe 99 03 7b 88 84 57 e8 5e b175 02 0a39 72 5a 22 2d 4c d4 28 aa
0587a61b 9gb 28 7a 05 e6 5a b7 ag e5 bg 5a fa 6e ce c2 ce ba 35 4b 07 03 1€ 15 53
3a ad 7716 24 1a 9d 29 4c ce c5 af 78 od d7 02 03 01 00 01

SHA256 thumbprint:
39A835B14B6B6313F778371C79CB434DD518C8FD325B749D9BE669DFF20384E8

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2

This service is referred to as “Citizen qualified certificate — G3”. The service issues
certificates for nonrepudiation and authentication to citizens, where the private
signing keys reside in a secure signature creation device, according to ETSI EN 319 411-
2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [1], [20], and [54].

Citizen Qualified Certificates — G4R
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = Fl

Serial No.: 0179a35977cc9256b26b7€9318a576 (hex)
Valid from: 25. May 2021 13:14:42
Valid to: 20. May 204113:44:42

Certification Authority: CN = DVV Citizen Certificates - G4R, OU = Valtion
kansalaisvarmenteet, O = Digi- ja vaestotietovirasto CA, C = FI

Information on Algorithm: shag512RSA
Public key (ASN.1-notation): 4096 bits

30 82 02 0a 02 82020100 ac 2030 bbao 50 2f19 ea 82fd gb 49 cb 1f oa 78 oc
ds 2d bf 9o b4 d8 2beb 14 f2 b2 99 bd 65 ad cfe3 5b10 2754 a0 303b 91a55¢c 76
2d e3 24 a8 ed fo fc bb 1€ 96 dd 7b 8b 42 ao f2 eo 50 06 a3 f8 20 bf 57 62 66 75
ee 85 9f 00 82 c9 86 4 ad c5 3 fe bd 83 64 40 fe 8f 23 a7 2a 37 ce 3d d73f 53 2e
6d eo fg 05 812afgb138a6a3760226529f58 46 814d336dc7ocagd377da
62 ds of be 08 db co 8a 89 41 de 77 8d ag c4 e7 fe b7 73 60 77 64 ba b4 92 f5 50
70f9 9527b2610ca728 cd 6c 86 e3bge2ebe34agae2bsqbd8a8assaoficf

Digi- ja vdestotietovirasto (DVV) « Audit Attestation - 12.07.2023, v7
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od 8f 87355e 46 219132 88 4e e0o 20 ocdo c2 e2 22 ff 97 bf db ag 45 cd 3f od 7f
0256 e6 6f1e 48 cd ff ce eg 7b 62 4d 3b 93 b2 10 d5 4c 73 87 8530 bd e4 95 a7 f1i
4c bb obba8a8acg456827cbcses380fg6e2f175602935a07754d78f86
241f92a8243ea10af129f1d2co 081738 d4 46 25141c4765571C 73 b25ceb
eb1422dfeq7a35920b488318a712375ab8a74b6b70f7fgdg 827152 9a
870a4390cdod 99 6dci52bd 2f71f6 d293 cd b7 ce 98 bd 82 08 df 1598 6714
of 7338 dg9 4d 94 7e fb 53 5b 2d b8 c2 f8 e7 fb d1 cf 54 33 1€ 45 €8 bg ca 4e co 68
ce 816a2bbs 616be27244ddo6bic31d27b693a1cf4b56 952ceo 62ed bb
8e58e5aa 083296 bg cfe8815e7ab3z1cd2488c040d5764ad14233b61¢7
2b55319b 58 833276 c4fadb7192d6 b2753b84 a0 573af204 4f 2e be 76 66
ce b8 85 9d od 59 dd o5 dc 67 60 6f e1 80 6a d3 ca ac be 83 c4 6e b3 45 a2 ds fb
of fo3e b12248a2c9170cdd1bac2d c2 bb 655bfasb 0203010001

SHA256 thumbprint:
2176Co5E69EE24946A140D13F9EFA222B3F1E768E1E2A67B313969CC03B82064

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2

This service is referred to as “Citizen qualified certificate - G4R”. The service issues
certificates for nonrepudiation and authentication to citizens, where the private
signing keys reside in a secure signature creation device, according to ETSI EN 319 411-
2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [3], [22], and [56].

Citizen Qualified Certificates — G4E
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 ECC, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = Fl

Serial No.: 0179a35efbsoba611d7e96320b2aa3 (hex)
Valid from: 25. May 202113:21:23
Valid to: 20. May 204113:51:42

Certification Authority: CN = DVV Citizen Certificates - G4E, OU = Valtion
kansalaisvarmenteet, O = Digi- ja vaestotietovirasto CA, C = Fl

Information on Algorithm: sha384ECDSA
Public key (ASN.1-notation): ECDSA_P384, 384 bits

04 8128 90 7f 8139 af 78 98 814d f3 52 98 a6 76 9776 8a ac 6e 8b 3a 2c ob 17 7
c7ad ba779a2eebecod4f o5 6e5094f7c325877196788d6bcao374ds39
79 41330 a9 65 e0 28 cf bg 84 15 4c a6 1f 47 5e ce 84 5114 b2 8b oe 4c eb1d 7e
do bg be e5 53 6a ae 2e 1f 75 bf eb 84

SHA256 thumbprint:
AAD1BEAC4696102A88BF9D518D64F8B014F78F9B152579C959998313197924D7

Digi- ja vdestotietovirasto (DVV) « Audit Attestation - 12.07.2023, v7
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Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) gcp-natural-gscd (2) = 0.4.0.194112.1.2

This service is referred to as “Citizen qualified certificate - G4E”. The service issues
certificates for nonrepudiation and authentication to citizens, where the private
signing keys reside in a secure signature creation device, according to ETSI EN 319 411-
2V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [3], [22], and [56].

Organization Qualified Certificates — G2
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = FI

Serial No.: o1 aa 96 (hex)
Valid from: 21. November 2013 15:20:58
Valid to: 17. December 2023 23:59:59

Certification Authority: CN = VRK CA for Qualified Certificates - G2, OU =
Organisaatiovarmenteet, O = Vaestorekisterikeskus CA, C = FI

Information on Algorithm: shaiRSA
Public key (ASN.1-notation): 4096 bits

30 82 02 0a 02 82 02 0100 be dg cg cc 73 0b 39 4b 8d b4 69 aa 1e 12 cf d7 c4 41
9633 3fad 2f 98 fc ff 86 a8 gb 7b e2 62 gb 07 0a 7c 7a 2176 2e 12 4e 79 ae do 1e
6f 66 ef 30 9c 74 ad cd 3107 7d 95 b174 35 f9 69 78 64 0e 04 dg gb 3c1a of 89 3f
b8 b7 bg 49 4f 8e bb bs fa 75 08 5e 50 1a bc b6 be a1 77 4b 47 41 66 ob 98 28 d7
2ad2037339 0abfoco3zaoe8e58bd8ddcbaaib32da28c426cc4gccddi 87
93e6 00 ed25cce7767416 0a 475ee6 8185744 82221737d43e985226a7
c2aodbfg9de29a 67e03519 aa 2e 7f 36 cd do co 4e e4 72 bb 8a 43 3a bo 3a
a15d 9a 621b 5fe2 of 2b ea 77 1f 91 c6 46 90 c3 fe 5e de 41 88 ob bd 4e 3019 70
256b58 ec763e b8 eq43e89c 7538 9644 da37e540 8e11759b229ffaacsc
oc2afbgocig3a2cedce87f18 b6 97c8f39a2085473a7afb716758765b
fo 59 4ce9 54 d6 92 bf d7 71 c7 c9 da 97 be 16 4f 7d 3d 4f 38 94 41 c6 db 59 68 5b
833cdg 6bacbb3557ef7dfe47829382965eccooal3d6484d259fcegec
3432 bb 16 8c 4b 2f14 a6 d73e 24 a4 4e 9f a3 e2 93 ef bo e3 42 a0 bd 1a 44 do dg
ac3c777eel105aboscbefebs 9778 c62a9degaaoed26034chbef24905e
06151723 a6 1c a6 9e 7f 65 98 19 a3 cc 5d 3¢ 55 e179 88 2e 46 €8 97 06 fr de fa
e6 58 54 5d dg 68 da a5 6f bg bc fe 13 6e e33af8 f4 790 53 aa 14 bg fc 9d ec f8
7€ 32 09 ef 74 66 0a 1€ 84 62 9b 98 d7 bb 37 e76f13 a2 bg d3 dg9 a215423133 92
€7 ¢5 64 c3 of c8 2e 98 5d a4 cb 95 21 06 f131fg 73 fo 7a a0 71 oc 89 21 80 68 37
802613 96 6f 2e 5d dd 40 fo 8a ed 23 a0 bd a2 9a 93 d6 09 02 03 0100 01

SHA256 thumbprint:

A5DFC5ADo9B2F66A68EFOFB3B4BDAA42AA3ADD6F3E7BBFCBDFD27FC7CCD9F
3D8

Digi- ja vdestotietovirasto (DVV) « Audit Attestation - 12.07.2023, v7
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Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural (0) = 0.4.0.194112.1.0
This service is referred to as “Organization Qualified Certificates - G2". The service
issues certificates for nonrepudiation and authentication to organisational personnel,
healthcare non-regulated personnel and healthcare national operator personnel,
where the private signing keys reside in a secure signature creation device, according
to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n.

The set of documents describing the service is [5], [27], [28], [29], [30], and [58].

Organization Qualified Certificates — G3
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA - G2, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, C = Fl

Serial No.: 03 od 44 (hex)
Valid from: 3. May 2018 12:12:46
Valid to: 2. May 2038 12:12:46

Certification Authority: CN = VRK CA for Organisational Certificates - G3, OU =
Organisaatiovarmenteet, O = Vaestorekisterikeskus CA, C = FI

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

3082020a02820201008a687b439d96c38bsgc2f;fge24964b239fi
bg 28 60 e3 e7d3 a4 65 be b3 08 do f18b do fe dc oc 62 2c da 75 dd 2a e8 61 6b
48 b7ebgb1243e6e2boe20abb36cyf2eef3fs5bbibeq 493bo2f48eaifc
ad 44 fagb 41d5 221919 8e d6 5d 94 c1e313 33 ds5 86 4d c5 57 dd 5e 72 17 0a 05
1a oe a2 f2 ca 95 fd 5d 07 bo 10 8f df 4f 21 ccao 57 9d fa 52 bo 98 72 613c 36 do
db 8a cd d3 03 4b 48 cd 97 4d 22 68 0a 4a 7b 67 3b 81 9f 2f 99 e12e bo e2 40 9
5f od ce ca 77 4e ec 26 28 4b ed 20 31 a5 e1 co 40 db de 35 ec 45 38 3f 51 93 be bf
2564 bab3zg4edgeqc733a5a0c7ed3653ec8056ee280c47e1d714089348
ff375656 2b 48 70 do 53 98 bo e7 d11d 61e4 c2 1c 2f ¢6 f1 fc of 02 4e 25 73 oc 80
31570586 e4 24 cf58 2d 4b 6e e4 a2 94 6d 3e 49 5d 5b 42 71 c6 60 22 74 cf 48 8f
€9 04 78 8258 of 00 48 54 24 05 f4 abfg f71d 4b 2f 62 52 6a d2 c2 45 e7 ¢5 5113
979139 d6 623217 bf 8317 6536 2b ae a2 1747 a4 77 ef 4d d4 3c ba ab 41 7b 59
a6 34 39 24 5b 9d 9c 65 6a 6f e8 7¢ 8c b1 6b c7 ad d2 3137 oe f4 6517 fd 4c fg bg
cca3z3a48c7adi17e7294a8c3acb3d27b3219364docsce30682aa4e766
c9362c2870c3dcedd6bcqg badfedsesgagfaic3g7bagbic8fd269e ba 88
aa3b 4o adofcefa737265873646cfgdadd47efd42cs2e44878a075529
7d 8c 35 ef 72 ab 99 2e ee 02 ff 68 b6 82 aa e6 ce 72 b7 0c 74 59 ce be 4c of c3 01
28 db37a0d6 de 67 9b c4 3162 75 1a 84 3e fe ca 23 30 3b od 5f 1e df oc 53 5d fg
13 97 24 a2 cd 4f bc a5 6¢ 5d 5755 36 4b 52 65 fa ea ad 02 03 01 00 01

SHA256 thumbprint:
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9CoB9EBEAQ5590D0OFAFE4A46C62E49DDOBA6CCOA80F89019A23D037E1A4Ch
BsB

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) gcp-natural-gscd (2) = 0.4.0.194112.1.2

This service is referred to as “Organisation Qualified Certificates — G3”. The service
issues certificates for nonrepudiation and authentication to organisational personnel,
healthcare non-regulated personnel and healthcare national operator personnel,
where the private signing keys reside in a secure signature creation device, according
to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [4], [23], [24], [25], [26], and [57].

Organization Qualified Certificates — G4R
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = FI

Serial No.: 0179a3638f762ca038fbofdf66a89d (hex)

Valid from: 25. May 202113:26:35
Valid to: 20. Mai 204113:26:35

Certification Authority: CN = DVV Organisational Certificates - G4R, OU
Organisaatiovarmenteet, O = Digi- ja vaestotietovirasto CA, C = Fl

Information on Algorithm: shag512RSA
Public key (ASN.1-notation): 4096 bits

30 8202 0a 02820201004 a20c1159dccyeao9gbbdo2c3c6bby2sgdfo
d14e d1c6 78 3f 59 eo 67 51 f6 3¢ d8 6f 79 5f 313e 2c 20 fc a0 6a ab ed e6 72 44
839a7bf69488e76ee3197b7dag 7f2073e4 918719 c6d3c9 98 bd bs 7c 41
bcgg 74 f11328 7f c3ad 13 afab 76 b8 84 a2 c3 e4 42 47 f1 6¢c 78 86 8e c5 80 94
a104 4014 e6 efe77b 8f 97 97fc 851e 42 71 9e e8 38 €9 58 92 69 b3 85 2a 4d 8c
o312e1ad bf b2 9f 52 5b 53 dodc 02cb 88 f5 078216 d6 ce 9o bg 221b 70 06 8
06 28 ce c7 cf ad 3e 9a f2 bg bc fe 7f ce 99 59 fd f4 cb 08 39 bc 07 82 42 of d153
c1eafs0931fbag4327d479507d b76bcb3e77fael7329132a34e95d3b
37eb771feb6 42 b637de 6a1479 cd 28 3c ao 8f 92 €8 23 5f ob d1f1fd 43 07 4d f1
of 2b 31 00 ee 9o 8e fo 73 b6 18 be 1b eo oc 5a b11d 30 2187 51 2e ca c7fg ab 42
40 bf ds bf be d5 69 f7 56 92 bc d1a3 fo c5 45 a130 2b bg fo 76 f4 08 20 05 cd ae
8924842279 4bcg762b3c1294 5118 bb dc12 6520 45 46 a4 7b c75e 251b 06
¢559 f515 6b 64 1f c7 32 62 68 ed 2d a7 34 ae 4e bo ee 57 45 8b 3 57 9a 67 7f d8
be €328 65ds5f4fg 42fg da g4 4afo73efgde756208e3a57667c4b33as53c
13 6336 3e 77 46 9b bg 68 a7 df f1f7 75 bg 65 87 43 aa 39 83 bg f126 89 4d 7f 64
34 aacc228b87d4 8ciedbedcie2csf29198df of 92a6f7cc 982062546
f6 ob ba ce 7b 65 ecea oca8 b3z b3z 131413 a725d35d 9beg 40 65 0e ec4bes 56
do7297dd 8b 206549 a656edgae889a212323becsdg8781a3c872b19
d11d 6e 2359 dc ccef 78 c2 a8 cc a0 4¢ 31a8 54 bg 02 03 01 00 01
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SHA256 thumbprint:

DFC3E965176F883A9CFOF68CEAEEAB663EDFD8E79DE3294373C28A85698400
6F
Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) gcp-natural-gscd (2) = 0.4.0.194112.1.2
This service is referred to as “Organisation Qualified Certificates - G4R”. The service
issues certificates for nonrepudiation and authentication to organisational personnel,
healthcare non-regulated personnel and healthcare national operator personnel,

where the private signing keys reside in a secure signature creation device, according
to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [6], [31], [32], [33], [34], and [59].

Organization Qualified Certificates — G4E
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 ECC, OU = Varmennepalvelut, OU
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = FI

Serial No.: 0179a3670fb3ccc2e867398a0103ae (hex)
Valid from: 25. May 202113:30:38
Valid to: 20. May 204114:00:38

Certification Authority: CN = DVV Organisational Certificates - G4E, OU
Organisaatiovarmenteet, O = Digi- ja vaestotietovirasto CA, C = Fl

Information on Algorithm: sha384ECDSA
Public key (ASN.1-notation): ECDSA_P384, 384 bits

04 4d 62 ec 9e 17 64 5d ba 74 e3 6d 1733 3c 20 67 5b 29 2e 6f 88 36 4f 77e9 c8 b6
4a5c76ds7d3be17cgb2b 69 1b 2a 4cac3d ec 0o 15ef 154716 b3 64 9b 49 56
74 919116 51 03 45 b4 of do 7b cf 23 fb bc ef 41 f6 bf 11 bc 14 od 51 65 ad 9d c31a
401e 5129 9c 23 64 9f 4123 8a 33

SHA256 thumbprint:

8FDBDCCB5820F1C79EF8BCE190E2B3CD2CC3D0B6BD8311B1F75FBD4.8BBC230D
4
Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) gcp-natural-gscd (2) = 0.4.0.194112.1.2
This service is referred to as “Organisation Qualified Certificates - G4E”. The service
issues certificates to for authentication and nonrepudiation to organisational
personnel, healthcare non-regulated personnel and healthcare national operator

personnel, where the private keys reside in a secure signature creation device,
according to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [6], [31], [32], [33], [34], and [59].
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Qualified Certificates for Service Providers — G2
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = FI

Serial No.: 01 aa 8b (hex)
Valid from: 12. November 2013 10:09:06
Valid to: 17. December 2023 23:59:59

Certification Authority: CN = VRK CA for Service Providers - G2, OU =
Palveluvarmenteet, O = Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: shaiRSA
Public key (ASN.1-notation): 4096 bits

30 82 02 0a 0282020100 bsdg 3beg4f3e 60 2f74e0 0696207613 7d dg18
a3 86 oc 0a1c30175b993c53cd 4624 8boi1fae7dcse323f5deo73bgesc2
cc59 8b 9f 50 d7 98713 62 c9 b8 27 bga bg 02 b8 b7 43 eb 63 f2 5e 67 8718 25 28
4feg cf b8 9o 31eb 15 09 e5 ob 2b 65 28 bf b8 ag fo 70 5a 59 78 2d fa bg 35 fb 59
8b bs 63 55 613 fo ec1d 7b 46 89 db 7f 95 cd f8 8144 53 86 72 €11 96 99 29 84
08 b3 f8 ef 5b de 72 61 7e €9 2b 92 9c od 1f 57 ba 01 b1 f5 43 70 16 2e 53 30 c5 28
fd ed 29 af 63 0c 21 b6 37 78 3a 45 21 5f 71 95 50 €8 86 73 60 2a 4d 43 bf 50 eb bsg
c1ed 70 4e 4235 4f 76 9532 c7 98 42 e1 ce oc 23 cf 04 cf 6129 d1 7d de oca 59 b8
9b7a12719ceg bc 2e 4a 6d 59 b8 ca e1 8ca3z 0od 2912 96 8f gb 8572 fg 46 ee 3
cb 5a fa bg 3d 8 bd c5 d1d7 39 2f 87 f6 74 2f 58 26 18 ef ag b8 aa 1e db 1b be ab
a8 a4 1d 52 6115 4f fc 08 25 bo a158 1d 0f 43 4a 7313 a5 57 ab e5 ee 2f 64 90 f3 95
34bdg14dg9 a3z 41fgcy4c413270eb6fcs5c429b 0476 2e d8 ec 6e 6a51c¢8cs
9254 e43beqelqd 8f oa3q 04 85ae18e35045e778 2d 86 cd 6a do 76 4f d3
e7758a974ed8 9gb701280d7a317f2e7bi5bsg 25f4fgciay2d 9o 18 4c 85
e39d d6 05c9 08 6b a3 e8 023d bd 59 e8 73 b6 50 bc c15e €7 65 94 59 9C 4¢€ 93
04 6e 4558 6b 2c 08 7b 9f a6 f2 94 €9 26 f7 68 2c 4f fo 66 76 €3 52 05 44 62 23 13
25 6¢ ob co 3b 12 dd 0o of oe 17 54 oe eg 35 1f a1 6e 2b 8111 01 2f 1d 43 60 e7 6f
6d f4 52 0236 93 ff13a8 a8 ab1c 14 73 4f 29 45 82 aa 57 97 e6 da 3e 13 6e 8c 45
68 d8 d61a 84 48 4139 1b 61 a6 e6 ba 9c 5¢ bd co 77 89 02 03 0100 01

SHA256 thumbprint:
41D2E6F4678D2428045083AC074A2AD60EF2F811BAO6E1963FE319B2FF67C137

Applied policy: itu-t(o) identified-organization(4) etsi(o) other-certificate-
policies(2042) policy-identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Server Certificates - G2”. The service issues certificates for
website authentication, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP.

The set of documents describing the service is [7], [42], [43], [44], and [67].

Qualified Certificates for Service Providers — G3

The full annual audit covered the service provided under the CA certificate:
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Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = Fl

Serial No.: 01 aa 97 (hex)
Valid from: 7. December 2015 10:12:34
Valid to: 18. December 2023 14:51:08

Certification Authority: CN = VRK CA for Service Providers - G3, OU =
Palveluvarmenteet, O = Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: sha256RSA
Public key (ASN.1-notation): 4096 bits

30 82 02 0a 02 82020100 bg af ae 91¢527d9g a5 dyaic541971cdc3s5foaq o1
8d 80e7958248ef 9ge 8c093c14295083b6agcgic2619a7fdf857053f66
613c1f b3 a8 70 ce 00 a2 ob c2 3 4d bb 33 53 44 d2 65 5d 75 4f 76 1c 8b be oc 6e
25 df 4e 34 3539 9e 59 5 55 fc 65 dc 2f 60 0e 38 bg 59 a3 0713 1f3c9cafffaz 5¢
7214 44 9d c2 4134 db 08 6d 2b eb 52 46 49 5e 5b 19 74 06 5d od 9f 86 5f fd a2 f7
77 b8 60 38 7f 6a fo fo 43 81 81d6 eb 16 d4 fo b2 49 fd 13 9e fe 30 27 fb 18 f1 68
f6 ee 32 €3 9d 88 52 0od a7 2b 6d 52 6537 €2 c5 de f4 79 76 €6 48 a1 ce 67 bo 06
5a 4d 38 54 99 ed 7d 1b 2a cc od 38 aa ao 6114 5¢c 10 e3 db d5 89 bb c2 56 45 3d
b6 e5 45 84 b2 7212 8c 3 5a ff d4 ¢5 f2 20 39 5a 50 a7 b4 ag 95 bg 1f 6e 63 f8 02
d3a5353e18e9c2a9 49 be33biebgbec6g 6c2b14aa746d7d935c8ct6eo
dd d2 28 3f fg b6 9a be 6e 2f oe 8f 22 ae 4913 57e4fg d8 5sb 0o12a51¢c52b3beo
bd 8556 be f8 51 6c 8 d5 39 6¢ 3f 85433afd 26 a7cb 216e53c18634a616 cf7f
cb 7179 94 3b 29 2d 0o d3 de 19 c5 9d c4 6f 5e 08 33 56 de b7 4a 31 6d 9e 7f eg 40
63 ff320b08 97453218 70 80 2f 52 82 af 23 bb b4 e1 6f 8b a7 65 db 3ce8 bb ba
dd cc 98 f4 bd 02 9a e5 d31f f2 6e a3 71 42 ed 15 d8 54 8d a4 41 b2 1f e8 e4 8a d2
60 69 4f 2a cc 22 eo 6e 6e 97 fb 93 91 ef ab 85 bd 66 19 34 d5 73 71 bo be 13 f2 c1
51dd e779 5b 44 cc oo c4 61c6 0457 6a237cfge1982b87ef249e6969ca3o
8fe5 bo 49 c513fb 77163015 6d fgf839 78 01e8 674714 63 4b 47 2e 5d 3¢ 3c 41
413579701304 94727776 7f d4 5f 04 a8 ag 02 03 0100 01

SHA256 thumbprint:
B750A125F5FB285BFESCC1FF2D97138875DBCEC75AB678124C270E26D8C19A8E

Applied policy: itu-t(o) identified-organization(4) etsi(o) other-certificate-
policies(2042) policy-identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Server Certificates - G3”. The service issues certificates for
website authentication, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP.

The set of documents describing the service is [7], [42], [43], [44], and [67].

Qualified Certificates for Service Providers — G4
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA - G2, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, C = Fl

Digi- ja vdestotietovirasto (DVV) « Audit Attestation - 12.07.2023, v7

PUBLIC datenschutz &g

20/35



49

50

51

PUBLIC datenschutz &g

Serial No.: 03 od 45 (hex)
Valid from: 3. May 2018 12:19:19
Valid to: 2. May 2038 12:19:19

Certification Authority: CN = VRK CA for Service Providers - G4, OU =
Palveluvarmenteet, O = Vaestorekisterikeskus CA, C = FI

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

3082020a0282020100cbebbeoba81286a9a2dcciegdbi1046715156
97 88 cf93 0d fg 2e 48 d7 8a 97 b7 2154 52 86 16 7d 53 fa 40 5f 49 bo od b8 bf 02
fc7ca9 922479279 0890 46 00 1e 9f 6c 06 87 5f bo 8 6f ad ea 25 e4 ab 4c 51
2724 6f 601 86 24 a1e6 8b of bc b6 52 fa c5 71 fb ba bb 39 47e2do 277b 02 ae
eb4470fo 8ec12f miefcfaesdqag 6249 f7eqbed3727e3b81d22845c32e
2d cf 9e ed 38 96 bf 31a3 41 2d 5b 19 91 b5 5¢ €6 35 9e ¢5 fa 4f 37 70 d2 db 28 30
69 65 b2 4610 04 717b 2137 0e 75 ea 60 a7 8799 cc e2 d13d f6 92 ag 2e d5 78 71
1b 6b 2b a3 8a 2b a0 3d 8b 3d f2 91 68 da c7 b5 63 78 0173 d2 9219 52 d5 dg 1f c2
9d 4b 5c 00 e2 b11d 5b e3 15 6e c4 9a 56 0a 54 bb e1 04 9f 26 47 47 40 76 a2 88
42 b3 92 b1cabc7f43ebcb 46 b253c775b2 69144 48 eg 3c af o4 bf 2b 9f 91
13 5a f5 9e 70 02 2b 96 55 d4 €0 28 01 9f 48 28 eg 4e 97 58 7b ee 96 8a 08 a5 22
a9 54 f2 2b oe 79 oe 87 04 3b 24 36 74 b6 0a 93 d4 b4 dc d3 56 bf ao ¢3 7e dd 4b
1195 dc 50 ce 1e 69 ad fd 75 34 70 f9 8c 6516 12 a2 97 b3 a2 b2 67 93 ca fg ba 25
5f 34 76 80 f7 89 ee 6b 7b 83 78 f2 ac e8 cf f5 2e 8c d7 dc 2f d5 70 f8 2b de 72 64
00 6f32ff 537208 957a5d d3 e4 45 3e cd cf db 6315 5b f6 fb 3¢ 93 bc 0a 9a a6
6fdg 625ef211d4 43 68 78 €7 4d 00 1b 57 ef 18 3c a3 0e 99 e6 5f bg 6d 33 58 6
dd 90 82 651cde d5dg 44 a71f 917c 32 43 61616 8f 45 68 68 6e 69 fg 8b fd 5a
5b f7 oe cf 07 70 od 0a c7 90 ab 3a 8a 49 b1 06 34 fe 2a b7 35 39 4e e5 0a 36 35
8aco4e2d7a00d73387c4649d9031c4f6d3cagasb8bo203010001

SHA256 thumbprint:
1BD3870B842FF0A637284268017E18E455A7FD2D84468F3CDF7D587C7AB35C9D

Applied policies: itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-web (4) = 0.4.0.194112.1.4 AND itu-t(0)
identified-organization(4) etsi(o) other-certificate-policies(2042) policy-
identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Server Certificates - G4”. The service issues certificates for
website authentication, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP and ETSI
EN 319 411-2 V2.3.1 (2021-05), QCP-w.

The set of documents describing the service is [8], [45], [46], [47], and [67].

Qualified Certificates for Service Providers - G5R
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = FI
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Serial No.: 0179a399c459600b353ba79987192f (hex)
Valid from: 25. May 202113:39:39
Valid to: 20. May 204114:09:39

Certification Authority: CN = DVV Service Certificates - G5R, OU =
Palveluvarmenteet, O = Digi- ja vaestotietovirasto CA, C=Fl

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

30 82 02 0a 02 82 02 0100 bb 1c 4e cb 91 fg eg eg 41 7d 51 89 be a3 o4 fd fa gb
7b bf b2 79 44 58 3913 8d 23 b8 3197 b5 25 a1 43 5e d5 49 70 70 9e 7c a8 24 €7 73
09 2528 bg 6f c2 bg eb bf 33 169 41 b6 8f 46 99 7¢ 88 171f 423299 €6 28 2724
70 09 64 5e 8f 87 a4 d2 0548 20 e9 do 2b1a 15 9f 1f 8754 41 4b c7 bc 34 98 51 8¢
eb a7 d4 8a fb 66 2a 8190 1e 82 5f of dd 9f fa ce fe eg f5 12 09 44 d9 30 4f d2 6
6e 80 04 d4 50 f6 b3 e6 09 6¢ ed 1d ob 6131fo af ec 07 bd 22 ef 9o 9o e4 1b 26
ge 817b 61e2 6¢ce14c 96 ed a5 2347d57e 636fg96ea27f3132ee8ab651a31fd6
6719 57 d2 e4 dc do 08 02 09 ds 5f 99 45 3f 8f 4a 56 db 85 67 6f 77 0a 9f c6 6b
ab 88 78 6339 4c d3 65 90 6a 2d 3e 47 19 bd 8d ca 4b e7 de 4b cd 58 54 df 35 b6
49 ea dd oe 18 15 4b d5 bo e6 f5 1e 60 40 9a 86 38 ee 0a 3a 9a 71 fd 66 52 c8 c9
1€ 97d4 2516 61co 8d 9b 54 46 ob c1e9 5356 a7 ba f35cdd 9217 8c 29 6d 5a 44
2a21b106 89 a6 9c3c7d 96 fs 00 d6 eged 65da 875acdas 231cad ff7d gb aa
sedd e297c3817ecb3201846169c70837df 2d52dc160373835a411316
be c4 a9 d8 77 85 do 53 a8 87 62 bd fg 8d e7 ef cb a7 0e e9 00 gb ac ec 9a fa f7
36 bf 9721c1fe 96 bg 42 70 a2 bb3e37774f13abgb 39 7a 8e 18 b6 2f e15747 01
eb 63 oe 49 7c a5 d7 60 be 68 80 0od 4d 01 b7 2e 3134 7b 0c 84 b230 7152 f2 €2
fd eb 58 7a 77 ed cf 98 cc e9 90 6e 38 99 2b 23 a2 ab 68 de 24 0a 36 83 ca 5d b8
3177 23 d4 f4 06 1d 81 b8 68 f4 bb b7 36 bg df gb 2b d5 69 35 8e 47 2c b8 6e 00
bc of 4e 68 54 58 e4 c1 be d7 31 ca f5 a6 66 c11a 5c dd 8c bc df a6 9d 02 03 01 00
o1

SHA256 thumbprint:
46319C69041DB9A0D93DAE802E3002CC615365931FE0976D392E8863E3F3BE31

Applied policies: itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-web (4) = 0.4.0.194112.1.4 AND itu-t(0)
identified-organization(4) etsi(o) other-certificate-policies(2042) policy-
identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Server Certificates — G5R”. The service issues certificates
for website authentication, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP and
ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-w.

The set of documents describing the service is [9], and [68].

Qualified Certificates for Service Providers - G5E

The full annual audit covered the service provided under the CA certificate:
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Issuer: CN = DVV Gov. Root CA - G3 ECC, OU = Varmennepalvelut, OU
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = FI

Serial No.: 0179a39cdd1496bf683b2044650e56 (hex)
Valid from: 25. May 202113:40:27
Valid to: 20. May 204114:10:27

Certification Authority: CN = DVV Service Certificates - GsE, OU
Palveluvarmenteet, O = Digi- ja vaestotietovirasto CA, C = Fl

Information on Algorithm: sha384ECDSA
Public key (ASN.1-notation): ECDSA_P384, 384 bits

043b 72 4cb1a16dcefsbo2es5747ef44dceccb44f4a06e888bfcg8bg2c
94 ff 7a b9 16 75 01 94 9e 37 a4 f4 17 ec 3f a1 65 a0 0136 a2 89 4a oc 80 1518 8
52 66 e5 c3dasfgb 099612 a6 a3 o05dods 4e 8f o1e1e5 08156 d8 a5 fe df 6d
53abi1f33ac14eo 8f of d8 fgaae3

SHA256 thumbprint:
93C176167ECA02A1B262B16517AC5FB5FC25D3568D97ECDDDO4E3A6126B6C7BA

Applied policies: itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-web (4) = 0.4.0.194112.1.4 AND itu-t(0)
identified-organization(4) etsi(o) other-certificate-policies(2042) policy-
identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Server Certificates - G5E”. The service issues certificates
for website authentication, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP and
ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-w.

The set of documents describing the service is [9], and [68].

Healthcare Professionals Qualified Certificates
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = FI

Serial No.: 01 a6 55 (hex)
Valid from: 27. October 2010 13:41:26
Valid to: 17. December 2023 23:59:59

Certification Authority: CN = VRK CA for Healthcare Professionals Qualified
Certificates;, OU = Terveydenhuollon ammattivarmenteet, O =
Vaestorekisterikeskus CA, S = Finland, C = Fl

Information on Algorithm: shaiRSA
Public key (ASN.1-notation): 2048 bits

3082010a0282010100afe1db 88 8321c5bbd3ee7ees1780e99ced4809
15 ¢4 52 57 8d eg ea 3f fe cc e6 6e 3 8d 7c d6 89 b6 32 a5 cf aa d8 18 c9 47 d6 6d
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33559 42 9f 94 551e 45 db f6 93 42 ¢576 28 a8 15 74 d113 bf 47 2e €713 2d 1d 07
f6 55 95 c9 3c do 25 08 1e d2 bg b1 80 bd 44 a7 b4 6126 b7 c5 02 80 €718 4f 15 cc

ba c319 84 ea 37 aa b3 4af7dg 2f aa bd b514 e557a331d 37d4 f9 c4 e0 8702 e2
13 45 cb co 14 €3 2b 9717 f1 2f 2018 7b 19 be 02 54 bc 80 ff 83 de 25 e8 06 8e ob
7¢ 4e 5527 b319 65 b6 54 98 9¢ 3149 75 9f f7 4d a6 34 2c ca d7 a7 d3 74 d1 8¢ 65
88 e538 36 ef 03 59 bc 66 do 66 3c 2e 5d 69 1b f8 dc co 1b bg 5c ab 85 b3 09 bf
52a7f746 18 6e 40 01e5 3f 25 6b 7b 7e 66 9b 43 1 45 4a 3b fb b2 0od 24 a0 90 b1
5a 44 5d 8579 od 44 bd f7 da a4 50 63 02 03 0100 01

SHA256 thumbprint:
C273FAD043930EB4F5F5202F5A92EADQ35157FDD73E29F807A95B0E42C160F99
Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural (0) = 0.4.0.194112.1.0
This service is referred to as “Healthcare Professionals Qualified Certificates”. The
service issues certificates for nonrepudiation and authentication to healthcare

regulated personnel, where the private signing keys reside in a secure signature
creation device, according to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n.

The set of documents describing the service is [13], [38], and [63].

Social Welfare and Healthcare Professional Qualified Certificates
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA - G2, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, C = Fl

Serial No.: 03 od 46 (hex)
Valid from: 3. May 2018 12:24:51
Valid to: 2. May 2038 12:24:51

Certification Authority: CN = VRK CA for Social Welfare and Healthcare Prof.
Certs, OU = Sosiaali- ja terveydenhuollon ammattivarmenteet, O =
Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

308202020282020100a947fd 86 65a244 88 6ae853ebag 8b6e1agbec
ds5 7d 50 ce 31 2c 61d5 f1d14187e8 c591c8df fg 70 fb 4b 9d ebfo cg fg 9c1716
00 2316 62 4a 92 49 61 5e c4 35 15 be fe be b7 93 23 f6 16 51 69 5f 95 15 b7 b7 €0
84 90 75 3d 8f 23 32 4f 5b 7c dg 72 e5 05 9f 46 48 6109 10 83 08 60 db 90 a0 6¢
9a3e7d9c3150965fd1dg 328296 7f 9c gb 6d e5 32 28 56 d5 a4 b2 87 52 fc ba
8a a4 0a d8 35 df fd 4e 1b 17 13 of ec oe do ee ag 6156 29 99 38 bb 10 ab 74 69
0e 679418 cga258fbf5cg54cog9aofggi543e61739487272230216e8 81
of e2 ad 15 33 b1 7a 9b ca 76 53 ef 38 co fe 70 1e 44 9d 01 7138 26 29 co db 2f dy
b7 4c 150536 bg 3f 75 4f 2be8 ce d1f71d 59 28 co1a 22 c2a597 015238 78 ae a3
ad 61ea eccesfge 80 03fodf38 coebsgfgod7asdgbi3cd3cie72fgc76ge
4d aa 9c 79 dd cf56 24 be 49 88 ed b8 ef c4 ae b3 69 b3 c3 caf3dgds 93 b6 f4 er
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0130 55 06 f9 29 c7 4f 67 f1 fc 33 0f 31 77 c5 d113 02 07 a1 00 d7 39 46 06 66 ba
bceg ff921d bg 8e e2 6¢ 4542 2e 83 b2 ocds d6 00 90 1b 06 88 0e 9c cf c118 c3
68 1a 6a 14 af 83 e12f c3 94 84 7c 8a bs od de a2 57 8c f3 af ef a5 69 56 44 67 ac
1dfgac8207ee3004a0d7b87e 608d1e04833e2ffboc2c53941d26edea
¢54a88852d3e12629a479280a67ec52714f8 89 acbc275b6de3ae8ata
a73d 8acb1b 6553 be 04 bo 6cdg 2a25a430d48a31416329a62c19afb21b
33 4a 8b 436 d3 319d a0 13 d1 00 f1 b1 ¢3 5¢ 37 b1 bg 5d 70 8f 39 €3 72 91 fe 67 4¢
8a 6e d10b3a02bg4dd3 995724 e8ac3cc597 02030100 01

SHA256 thumbprint:
OE839EE68B1EEF721D31E62E589E692C03180FAADADE48A71837C25090B3ACC4
Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2
This service is referred to as “Social Welfare and Healthcare Professional Certificates”.
The service issues certificates for nonrepudiation and authentication to social welfare

and healthcare regulated personnel, where the private signing keys reside in a secure
signature creation device, according to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [12], [37], and [62].

Social Welfare and Healthcare Professional Qualified Certificates - G2R
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = Fl

Serial No.: 0179a39f3adfaffabcoiffd3e62ea6 (hex)
Valid from: 25. May 202113:41:08
Valid to: 20. May 204114:11:08

Certification Authority: CN = DVV Social Welfare and Healthcare Prof.
Certificates - G2R, OU = Sosiaali- ja terveydenhuollon ammattivarmenteet, O =
Digi- ja vaestotietovirasto CA, C=Fl

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

30 82 02 0a 02 82 02 0100 by 5a bg 5d 75 fo df 45 2c 78 ff 3a cf be b1 da 89 52 ae
1f 42 aa af 35 €9 98 b4 a9 59 99 7149 29 3d 5194 4a 7d 7128 4e 7151 8c 9C 12 79
db d757 67 7e 98 a3 bg b4 52 78 6f e1 95 34 ce 53 fd 2a 5e fb 39 ad 88 e5 03 fo fe
25c6e37abafc813616aa7cdg315fffagar161783c 8254 9fababgbdg 65ee
43dg ed ef 2b 8d 7d fc 82 43 4e 60 218 74 2f 42 9a 59 2e 26 8c eb 97 co b2 64 24
e5 2f dd 6¢c e3 e515 80 713C 33 45 6b 63 40 1d 9e 90 48 48 b7 fe c134 716 88 8a
4f10 758 cb d5175319 45 c9 ¢3 83 c7da 66 20 8f 50 f1 03 a7 63 8a 02 bb 71 0b
4e d2 58 bf 46 24 82 71 bs ad 79 41 b3 bf 45 4a d1 6579 54 f4 ce ba 63 8b 7032 €6
9c3c0c3a10 b6 2d 6¢ 69 d8 d3d8 92 63 825762 a10a c4206ad3c8eq9d22
274c99 ac7d 8168744816 d1ee ag2e 08 661ecb b2cfb3e1b8e39621e4ed
7a 4a a5 fg 7e c5 0144 2c1c af 16 fb 83 e4 ba 74 59 0a 43 93 24 30 1€ 2a 99 b3 c4
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60 73 1a 43 1b 7e 90 7b f6 2 7e 7€ 5d ce dd 9d 2a 80 5d d4 5e 79 4f a4 64 60 50
40 bd 4d dc 34 of byaa 7d 7f bb dd 23 64 1€ 73 9c 219c a8 77 ¢7 73 7¢ 04 f3 91 8b
f257050c98 810f10 8c9d 3bag531e 62 cc 87628250 bce8ebd2alf31e45
7a 9f eb 22 cd cc 6b 9of 3e 55 bg 25 df 61d6 74 bo a8 c4 dg 6a af 1b 72 7f 62 9a 3d
a9 5f 20 2e11e4 8313 7b 68 6e 54 42 31 bc 52 84 34 44 79 2e a1 b6 60 e2 83 68 f1
5C 63915156 e5 8e e6 28 44 d3 fb bg fod3 dad8 25 71c5 74 ffeq 62 a6 abed 56
53 ec 84 91 b3 6¢ 8d 74 2e fd 4e 57 22 07 06 bo 6b 08 a0 1a a2 4b ff 68 of 8e cg
84 e6 67239 6e b3 10 e5 60 e2 e7 bf co of 50 5d 3185 02 03 0100 01

SHA256 thumbprint:

6073359DE6BDFBF83874CBD53D4BDE3D8165A8E7A9F772F02A7C6A48A8E7B77
B

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2

This service is referred to as “Social Welfare and Healthcare Professional Certificates -
G2R”. The service issues certificates for authentication and nonrepudiation to social
welfare and healthcare regulated personnel, where the private keys reside in a secure
signature creation device, according to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [14], [39], and [64].

Social Welfare and Healthcare Professional Qualified Certificates - G2E
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 ECC, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = Fl

Serial No.: 0179a3a1683ec94b58dg233e0e78aa (hex)
Valid from: 25. May 202113:41:41
Valid to: 20. May 204114:11:41

Certification Authority: CN = DVV Social Welfare and Healthcare Prof.
Certificates - G2E, OU = Sosiaali- ja terveydenhuollon ammattivarmenteet, O =
Digi- ja vaestotietovirasto CA, C=FI

Information on Algorithm: sha384ECDSA
Public key (ASN.1-notation): ECDSA_P384, 384 bits

04 84 dc74 67604 a4 df 9299 49 c4 89 961d 2114 bc 9c 91 c4 1219 5b f5 3b fd
e1b3 b6 5e 26 75 09 dd 06 f4 9f d7 8d ce 8c b3 48 96 86 8c 82 8184 cd co 0716
1f fc 21 oc be 85 38 fb 7b 44 25 fe 72 35 ec f8 a1 64 fe df bg eo 23 05 ef 0ob 05 0a 86
2412 8e e7e4 db bcaeyee3z71621b

SHA256 thumbprint:
A155BgFB8A372683A3825054F9A5265C55430A68616BAD8A1726E70FO9F95A26

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2
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This service is referred to as “Social Welfare and Healthcare Professional Certificates -
G2E”. The service issues certificates for authentication and nonrepudiation to social
welfare and healthcare regulated personnel, where the private keys reside in a secure
signature creation device, according to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [14], [39], and [64].

Social Welfare and Health Care Service Providers Certificates
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = FI

Serial No.: o1 af 8b (hex)
Valid from: 7. December 2015 11:21:01
Valid to: Montag, 18. Dezember 2023 15:51:08

Certification Authority: CN = VRK CA for Social Welfare and Health Care Service
Providers, OU = Sosiaali- ja terveydenhuollon palveluvarmenteet, O =
Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: sha256RSA
Public key (ASN.1-notation): 4096 bits

30 8202 0a 0282020100 c4 66 57fd 60 bg 8f d3 6¢ 64 68 f1 0a 26 4137 85 fe
db c9 8b of f5 4d a4 68 4d 80 5f 59 ef e4 a3 45 eo d1da 07 fb 9c od 5d 9b 02 58
6e a3 4d b6 86 o5 ec73110d ob ficsdeac19 a3 9c7b 6bf34bd6eb o8 8cc3es
8d 6d 49 f8 ge 28 2a 311b 58 f8 7e 7e 82 24 4a 8b 7e 3d 9e 4e 0a e5 4d 69 ab 3e
58 832 8e 5e 04 eg 7e 6a 02 e6 fa ad 85 26 aa c9 6d ba b5 79 48 82 28 8a 6d bo
6b 5a 66 60 9a 3bfafbcffg861a 44 69e33c8277363ceebdodcie3 872724
8b ee 95 74 41 43 f5 do 8e a1 06 dc c9 25 7¢ 8a 05 a5 54 cc 48 a4 9C 09 70 9e 94
6b cd d81d c4 9a 5e 90 06 19 20 27 fe d8 6a 45 e7 6a 53 ac bo co 9c 6a db 15 23
471cc65dag93efag 004756727e 6b56d20d1dcb 29 adeg ccbyce285a96
58 14 oe 5142 fc db 00 7b 5a c3 ce b8 d5 e1 ab 9c 2c 178 0a 73 do 41 2b 73 80 8e
6a 5558 4f92 64 of db f6 c518 b2 9d €3 42 26 e4 bg e7 ¢15d ce 5¢c 7d 56 00 27 75
ce abfg 86 ed ba o5 fb ae 0933 6298 ca 212c 96 cge2d7feicfe 6653 04 11df
e7 5180 4f fg f5 56 f1 d2 1c ba 00 73 9e 46 ae bo f5 5b bo 1€ 04 2d 5154 03 98 1€
f61bfo 2d efe6 2d 72 bd 1a ad 79 98 8e 83 f78e dbag eg1ae7995a7d 88 b8 ca
41ffc83b 45d5c138 03e0832ae284531e326absbtaccg515129971298 12
13 07 6f 3a 8c 3e 05 eo 9c 5e 59 ad db 98 bg 4c 90 8f 3e e4 8a b2 21 80 55 65 26
40 8c 3105 ee 30d9g1d fg cc 8d o5 ba dc a8 4e ag f2 d5 70 41 4150 723749 3f 09
0o of 54 e25b 37912026 70 gb ee oe 08 42 ea 76 d8 f4 1a 88 25 b2 16 ag af 4e
€9 6a 46 9d 28 20 06 d5 05 42 5a ef 0233 ad dg 23 cf 0610 d6 df ag d3 02 03 O1
00 01

SHA256 thumbprint:

7DCAQ25E39E2A45C8E61FAEB7D9A8701DBAOD29FFEEQ797465207CFAOFCB4B
o1
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Applied policy: itu-t(o) identified-organization(4) etsi(o) other-certificate-
policies(2042) policy-identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Service Certificate for the Social Welfare and Healthcare

Sector”. The service issues certificates for website authentication to registered social
welfare and healthcare providers, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP.

The set of documents describing the service is [15], [50], [51], and [69].

Social Welfare and Health Care Service Providers Certificates — G2
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA - G2, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, C = Fl

Serial No.: 03 od 47 (hex)
Valid from: 3. May 2018 12:37:17
Valid to: 2. May 2038 12:37:17

Certification Authority: CN = VRK CA for Social Welfare and Healthcare Service
Providers - G2, OU = Sosiaali- ja terveydenhuollon palveluvarmenteet, O =
Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: shag512RSA
Public key (ASN.1-notation): 4096 bits

30 82 02 0a 02 82 02 0100 bf 92 83 c8 ed 45 d7 ef 27 d4 be 42 59 c2 38 84 ba cc
ds od b6 ef ffd7 e2 12 ba 04 88 1b 93 24 64 85 9d 2142 30 b7 95 49 d4 fc f7 8b 8
df 85 6f 40 a2 27 dc 04 6b 00 9d 67 98 fb 4d d2 43 5f c9 d3 e6 a2 7a b7 e7 68 83
efas f61f dc 2798 9728 ac b6 98 36 e0 2b 33 co 30 b1 cf 0o 7d 27fo 98 9d 8f b6
56 9 58 32 24 14 28 05 3a ef fg d6 3533 eo dg 7f 47 co 77 30 68 4f 5f f3 ff dd od
77 4f e2 c6 19 bc 8b 79 b7 01 a7 11 62 82 8e dc 59 54 fa ff e8 a8 4c d5 4a 59 ab fa
9578 34 5¢ 64 07 f5 5f ef df aa 79 7a 98 22 ba od 4a ce f3f7c439 e7ca 79 ¢c5 f6
8a of 82 6f 5c3b 2a1b a1d3 c6 17 be 95 e0 a0 93 46 5c 08 3e dg d1 72 6f 30 a3 d1
69 b8 66 40 62 0e 33 5c 29 d8 f2 bg 37 dg bf 183 c733 6b 9c ba f158 €8 6e b7 35
d2 06 bg 71 7a cc 89 29 f5 95 d139 €6 ad 65 6e bf d3 94 38 da 8c ca ee 22 20 45 f5
fb10 a1 66 5b a8 42 5131cc74 cd 8b 5e a7 62 ce 95 e4 91 8e 26 34 43 50 bo ao ce
67 0boagaab26822c24cc33882caece14d438a6705bobgds2eq92ab
30 e3 3f fe 62 f4 38 23 6f 15 5f 9a e3 74 8f cf 89 08 eg f13e 11 09 05 313c 4f32 53
3ab8735213 b6 a0 5464 b3 89 df36e73822bc730eaq 61b6a876das33938
57eb421c0788f701ac47724e9d3bdgeq ab 6eab22a82d25bbcds2db24
b5 413238326 75do 7119 f4 bb b6 2349 9839 e2 cf 71 76 of 5a cf a6 d4 84 40
87184246 97 0f91bb 56 fi1fafegodgca3zo73ffobasaiiz3es324305f4eals
ageb6 6f9g2ecdcacibeb 0396 b6 8b bo fg 6163 7cf374bo 91536 df 9gccace
75 8517 89 7717 49 f71b 3e d6 02 84 ae 7e bf 4f e5 02 03 01 00 01

SHA256 thumbprint:

A6B34F7B0OE87446362BB1A2BF3EEQ5DD56D8BA97A9FFBO3DF41031377ECDD6F
8
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Applied policies: itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-web (4) = 0.4.0.194112.1.4 AND itu-t(0)
identified-organization(4) etsi(o) other-certificate-policies(2042) policy-
identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Social Welfare and Healthcare Service Providers - G2”. The
service issues certificates for website authentication to registered social welfare and
healthcare providers, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP and ETSI EN
319 411-2 V2.3.1 (2021-05), QCP-w.

The set of documents describing the service is [16], [52], [53], and [71].

Social Welfare and Health Care Service Providers Certificates - G3R
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = Fl

Serial No.: 0179a3a6€94664d8c5feg7c2aegdca (hex)
Valid from: 25. May 202113:43:57
Valid to: 20. May 204114:13:57

Certification Authority: CN = DVV Social Welfare and Healthcare Service
Certificates - G3R, OU = Sosiaali- ja terveydenhuollon palveluvarmenteet, O =
Digi- ja vaestotietovirasto CA, C=FI

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

3082020a0282020100e3ddsofgd3e21ca37bdg 4efb4ccgccdbboso
d2 fb f8 07 9d 44 6¢c 60 56 06 09 15 2 6714 0a 77 dc e8 45 ab ob a4 b7 d7 93 86
b773 a4 fff610 2f 2b10d12a 25 c769 5e db a3 3e27cfa7fifd bg 46 42d7a879
5546 8f 92 f6eb7e3c5d 7e 6bdd ead1a6d340837292e0e0coc6f178 8249
b6 40 c3 ed od 80 65 41fo df 4b d8 88 93 ad de 4f e8 95 42 0b 63 9c 6d 04 5e fa
76 29 08 0c 96 7310 f144 59 3a e7 09 f154 9d 7c df a7 2b f9 31 b2 6a d7 5f ef 56
076b 96 9cgb af afde c3370137115¢bg 59 9b b3 72 c5 8c 76 e5 0d c8 95 dc eb
of 8b dd 9f bg eg 6e 4d d8 4313 a4 a5 a8 5d 16 d2 dg 38 8e fg fg cf af 2a 15 oe 2f
ad 3f 6f18 5f fe b2 14 fa 10 60 6¢ 86 2c ce 70 €6 99 00 43 85 bd cf ad 67 2e 84 c9
5796 ad 1c 22 84 ae 21 ab 51 08 9c f119 ed 46 65 d3 a8 de 5f 25 3c 2f 59 c8 13 c1 f1
ba 5e 5076 97 e7 ea ce 30 bo f3 4a 0b 48 67 7¢ bc 97 4¢ 7c aa 27 ee 92 46 ff b2 {7
6¢ 5e b 30 a4 69 93 26 a1ds bf c3 3a 5b bd de 2d 1c 71 bs f1 bd c7 53 84 dd 1e fa
ed 71 81 8f ee ef 32 9a 95 56 dd 3a 55 20 1e 81 bg bb 68 32 f6 07 8a bc 84 d1 bb ff
10 b6 4f 4c 00 6C €6 6 6133 83 9f 5f cc 78 de c13e ae dc 7a 74 fo 28 ea 46 77 2d
agcsce7faa82fdbcab7eg2e4c4f7a2cabag3eb57e947228108351b2d
eod1301389 6df342foaf3f9a16f120b55b 49 4dagagef8ceqcb7cab 60
ea 09 50 3b7a2dc572co8ecs55eda8cs40d8ge19 97 65e8 09 53 9b f3 03
e8 5f cg bg 63 2738 57 co 817c 0C 46 2b 9d 4a 94 9e 69 a5 c7 d4 ba 6e 97 97 73
bf 41 bc 2b f5 a6 46 513d €6 96 ff 4f 96 87 2f 54 f5 a7 5d 02 03 01 00 01

SHA256 thumbprint:
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9D433C237C3AEE7A676C9A2ED4ECCB9E40ED17914655571624F0A89969B6348B
F
Applied policies: itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-web (4) = 0.4.0.194112.1.4 AND itu-t(0)
identified-organization(4) etsi(o) other-certificate-policies(2042) policy-
identifiers(1) ovcp (7) = 0.4.0.2042.1.7
This service is referred to as “Social Welfare and Healthcare Service Certificates - G3R”.
The service issues certificates for website authentication to registered social welfare

and healthcare providers, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP and ETSI
EN 319 411-2 V2.3.1 (2021-05), QCP-w.

The set of documents describing the service is [17], [48], [49], and [70].

Social Welfare and Healthcare Service Providers Certificates - G3E
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 ECC, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = Fl

Serial No.: 0179a3a8d9ce45add46fgd72bbcggb (hex)
Valid from: 25. May 202113:44:24
Valid to: 20. May 204114:14:24

Certification Authority: CN = DVV Social Welfare and Healthcare Service
Certificates - G3E, OU = Sosiaali- ja terveydenhuollon palveluvarmenteet, O =
Digi- ja vaestotietovirasto CA, C = FI

Information on Algorithm: sha384ECDSA
Public key (ASN.1-notation): ECDSA_P384, 384 bits

04 6f 815b 8339 €6 c4 64 7C 2e c6 2a 75 47 fe 51 do 55 27 ec 7¢ c3 5a 5¢ d8 b1 25
40 a7 46 1f7c 4c 39 bg fb 1d 46 d7 97 ba 48 86 cd d6 c9 06 7e bo 9a 7b 90 6b 72
fg bg 613b fg 72 ed a2 fd ea a3 05 67 83 5¢ 39 b3 84 8f of 52 6f 95 by 69 cf af 7e
110d obfg9 9583733ddd gd of 67fbed

SHA256 thumbprint:

A5C53CF6843A395E6EC244E9B27D58413295428DEDQ7586FD4F67AA4AB8D49A
o

Applied policies: itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) gcp-web (4) = 0.4.0.194112.1.4 AND itu-t(0)
identified-organization(4) etsi(o) other-certificate-policies(2042) policy-
identifiers(1) ovcp (7) = 0.4.0.2042.1.7

This service is referred to as “Social Welfare and Healthcare Service Certificates - G3E”.
The service issues certificates for website authentication to registered social welfare
and healthcare providers, according to ETSI EN 319 411-1 V1.3.1 (2021-05), OVCP and ETSI
EN 319 411-2 V2.3.1 (2021-05), QCP-w.
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The set of documents describing the service is [17], [48], [49], and [70].

Qualified Temporary Certificates — G2
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = Fl

Serial No.: 02 02 ac (hex)
Valid from: 3. May 2018 14:09:59
Valid to: 18. December 2023 15:51:08

Certification Authority: CN = VRK CA for Temporary Certificates - G2, OU =
Tilapaisvarmenteet, O = Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: sha256RSA
Public key (ASN.1-notation): 4096 bits

3082 020a0282020100d7fa78 0ecd74cd27d74b21380f123e27724a8a
4b5a5100726cb28dabco45ddfg11b36099bis5ds2b3284ceb7cbo2a3
abf2 48 do18 35 00 e7ed 3b12fc 0139 2e e533 00 0610 af do 9e 30 415d 43 97
da bg 52 f5 b6 5f a5 8d cf 23 5e c7 ac 93 7a ad 4c aa e5 5e d4 8d 22 7c ad b1 ea cb
59 bo co dc 4f e6 bf db 1e eo 7e cc ¢4 69 ed 63 fd 2b c3 0c3d 73 22 2c 52 c8 c2 5f
da13a53012aadec237ofdb86aaoese gl b6c79 8ef72c64 €0 6554 6e1c4c
3324 ce523fg7c81f11fe bffg 60 2f c1d7 ffc7ob3d 4cdbaacfe28e2ccidg 42
3¢ 67 cbfg oe37ds 632170 9aba 81 fbogb3126305c5259eaas5a575808e9
f103 cccasse 34 2e bao36eey719biac3s7agg 6750 c1088e 6674 8100 bd 32
fa b3 3f a1 0b 06 b8 43 4f e8 6b da 6716 76 67 7e 86 81ec 8d 70 2e 10 99 fc1a gb
6678 7b cd1c 3146 4a 71 6c b8 bg 8e 771a 84 5f 8320 8c c8 29 578abg 4af7c4
41b81019 3be8 2afg eo ca 58 ed 6d 93 5f 09 17 d1 od ae 93 76 41 of a5 60 8e a3
e2 2f of e3 gb 5a eo 82 4f a3 48 1a da 12 ad 71 ¢5 o5 5f d4 08 14 co e5 3¢ b8 95 ec
6f ba a3z 38 aagbobcbeg7d309fazes62a623b276bbdgef60030dco36
8eazee34297c86f1f7faec747c84 46158 02778d961e 04 0e 9a 2a 40 ef
4d a4 02 46 e4 co a3 97eb 69 03¢31679 43 db 73 ob f8 7d bs 64 bo 26 of 5e 9c
4703fa51520e 972348 cb4ff8e7633541950d57331218 6fe822a6113bf7
7d a6 f8 7f aa 79 8b bf 04 04 c5 ce 81 0od bb 54 03 2f 59 3b 03 4e c9 6a 8c od be
2591a154 c6 b1737e13 23 bd 5f c2 de 70 eo db 02 03 01 00 01

SHA256 thumbprint:

Co1BoD65E087050D2F88BB14351C8A573044C1E16EODESCC562693A2CD8ADAF
D
Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2

This service is referred to as “Temporary Certificates - G2”. The service issues

certificates for nonrepudiation and authentication to organisational personnel,
healthcare non-regulated personnel and healthcare national operator personnel,
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where the private signing keys reside in a secure signature creation device, according
to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [10], [35], and [60].

Qualified Temporary Certificates — G3R
The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = FI

Serial No.: 0179a3978c5aeesfsdg606cedfcig4 (hex)
Valid from: 25. May 202113:35:03
Valid to: 20. May 204114:05:03

Certification Authority: CN = DVV Temporary Certificates - G3R, OU
Tilapaisvarmenteet, O = Digi- ja vaestotietovirasto CA, C = FI

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

30 8202 0a02820201009b7f1f1fag 56 c8 58 73 89 5c d7fg9 7d 1ced 04 3c oc
ed e5 22 d720 a6 fe 56 5a b7 a4 8e 09 73 35 b3 5f 3f 36 60 10 ff 2c 07 8f ca 49 bg
ce1f 41db g5 e1613fdd 79 33 7256 29 b1 7c ac 39 6d 76 47 7d d8 cd 15 79 49 4e
79 93 8218 4b c8 ob bf fa 9f 3a 77 fb ca 2f 3d bf 77 ec 4e 6e 12 1f 7a 6a 72 64 62 2a
2f 48 84 07 do 60 2d 17 00 fc 231f 07 6337fa 18 43 03 d1561e1f 7a f8 9b 7d 80
5b 3f da3bc3eo 6936 403f66667c336bfeeqf3ao2ecbysbsdbfbi3godf
a4 b738 8cf8 0a bafaasq2e7380953046d566037812ff53d7a015b70390
b3 49 e2 c1ac 79 72 2a ab 34 86 8a 8b e1a4 37 c5 ff 46 99 c1 6b b4 5f a3 eb 41 b1
42 4b 43 ebccbbcgaee8acfqg b8abogceb4ed76759decag3gc2379786
70 2cf363c6e308d2bdbf36c2fe3969do3ds6a8g6871cise83d7aadcy
9e 29 6b o5 3e of f5 fo €8 76 4c 91 65 f7 af 84 7731 ¢6 ¢7 8b 6a 6d 09 dc 48 e2 5f
ef f3 24 2f 09 015 bf 0a 3239 01a102 44 bf 06 89 ea c6 db 9a 3d df 2b 2f oc cb
ca 5f 64 ce 4d 62 4a b4 7b e5 6e 8c bo d5 56 ao 2a af 8a ae 6f o5 2d ee a3 od 38
3e d6 89 fd ac ab ba 28 a6 da 98 oe 44 95 8d a5 b2 cd c5 7a 7f a3 99 82 55 37 26
d2 9d fe 71do 7a cf 45 84 23 7e 32 d1 3125 77 37 42 21 c7 80 26 b7 82 3a 6d b1 75 ff
f8 35 88 7a 42 aa 2d 67 20 00 a6 de ce 60 20 8f 81 cf d8 29 73 c6 ed 8f d8 fg 97
06 28 6a 45 f2 6e fo 1e a4 d4 fe 25 fb 27 b6 38 00 bb 08 bo 66 08 ee dc e6 7e b3
292912 84 5e 010140 dd 27d9 1d 30 c5 5a a5 ef 97 94 5120 €8 78 06 6f ge 6f 69
ac 28 66 c5 of f5 77 a0 €6 23 df 9314 co c4 4e 2148 a5 5b 02 03 0100 01

SHA256 thumbprint:
428089726472CA75A47F8E01M1AEB6483036973C72CF05478953B2FC2E012B731

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2
This service is referred to as “Temporary certificates - G3R”. The service issues

certificates for authentication and nonrepudiation to organisational personnel,
healthcare non-regulated personnel and healthcare national operator personnel,
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where the private signing keys reside in a secure signature creation device, according
to ETSI EN 319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

86 The set of documents describing the service is [11], [36], and [61].

Qualified Temporary Certificates for Social Welfare and Healthcare
Professionals

87 Thefull annual audit covered the service provided under the CA certificate:

Issuer: CN = VRK Gov. Root CA, OU = Varmennepalvelut, OU = Certification
Authority Services, O = Vaestorekisterikeskus CA, S = Finland, C = FI

Serial No.: 02 02 ad (hex)
Valid from: 3. May 2018 14:19:36
Valid to: 18. December 2023 15:51:08

Certification Authority: CN = VRK CA for Social Welfare and Healthcare Prof.
Temp. Certs, OU = Sosiaali- ja terveydenhuollon tilapaisammattivarmenteet, O
= Vaestorekisterikeskus CA, C = Fl

Information on Algorithm: sha256RSA
Public key (ASN.1-notation): 4096 bits

30 8202 0a0282020100b693bcd7b80851f173674179d82aa4c2d6dd
b3 60 97 60 05 68 fg 6758 44 1b 1a 5b 39 9e 281118 c1 2b 08 3d 6d 4c cc fg fo 5e
07cf 95623528 fd 24 0179 cf d6 3b 40 2f 6¢ 8102 4f3c 84 97 60 f8 da 2b 98 2c
d1216b db 414 fb 88 c75f 923618 84 fo 08 a0 28 ab 97 dc 6e fe fc 4b e7 5 7f
0e 00 86 6¢ 75 4515 05 f3 b7 62 of 71 €2 97 5e ce a4 ef b4 ce oc b4 ao ea c319 8c
7633 cbec1302a4 affb5f36 e13b1747 06 5c 0e 38 6a 52 4e a4 63 baag eg 98
59 92 bg e7 7a dg 05 cc 5146 04 16 1a f4 4f 96 cf d7 0e d7 6¢ 3¢ 52 ec fa fd 1b 28
8f e3 8b 7f 24 fo 9e eb e4 6f 6d f3 eb b8 o5 6d a6 54 f6 92 2e 58 90 7b 92 02 85
94 5b 532037 cofaddieel 06 9c18 86 b3 a2 41fg bs bg e531dd 3a19 9215 28
3534 a2 6e 6a 4512 8714 co f4 44 52 4b 29 bf dd f1 ea f1 26 815a 9c 21 b8 28 by
8b d196 cf 23 e6 7c¢ 98 f5 3e bg 5a 03 1c e0 7718 d2 ff 3d 0a bg b2 4e 2186 e2 do
9c7a3a2036e73bd2doea6s05edac9gg57ec3dcs8705e00f14565b94
a3 4e c45adacfff52 co7ff2 6e 71 c2 6a eb6 09 fd ea 64 40 ed 30 bb 70 e71d 25
od bg c7 336 d1ac1fcc 91 bb 46 aa 8f oe c81d e7 15 34 27 d5 ee ba 08 35 3b 67
078536 c4 bg 8f501204c95ca3z3dycq4ao739ddq843b17229d2234924ach
d7 53 b8 fd fc 82 g9e 6¢ 2132 fd e3 ae 85 05 97 b3 f1 5f ef 4c 4172 26 31 65 d3 be 78
cb10abcg ba 98 6280 815858 64 4a 3f83af1b 6e 70 77d3 01fo 8e 3fe85916
56 28 8f 10 0b 3e 23 46 cac152 40 08 8a 69 3e e5 21ca 73 bg 8230 eb 621d 69 dd
7a 63 572cd2 6aafc692a347c89bgcgd 8e 45e8 e3 02030100 01

SHA256 thumbprint:

61F660851B6A5524DEFOCBQEQEA56F688A800DFQEA1829CC6D02982072B1AF
A5

Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) qcp-natural-gscd (2) = 0.4.0.194112.1.2
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This service is referred to as “Temporary certificates for social welfare and healthcare
professionals”. The service issues certificates for authentication and nonrepudiation
to social welfare and healthcare regulated personnel, where the private signing keys
reside in a secure signature creation device, according to ETSI EN 319 411-2 V2.3.1 (2021-
05), QCP-n-gscd.

The set of documents describing the service is [18], [40], and [65].

Qualified Temporary Certificates for Social Welfare and Healthcare
Professionals - G2R

The full annual audit covered the service provided under the CA certificate:

Issuer: CN = DVV Gov. Root CA - G3 RSA, OU = Varmennepalvelut, OU =
Certification Authority Services, O = Digi- ja vaestotietovirasto CA, C = FI

Serial No.: 0179a3a390119317475e07e2dd4fc8 (hex)
Valid from: 25. May 202113:38:35
Valid to: 20. May 204114:08:35

Certification Authority: CN = DVV Social Welfare and Healthcare Prof. Temp.
Certificates - G2R, OU =  Sosiaali- ja  terveydenhuollon
tilapaisammattivarmenteet, O = Digi- ja vaestotietovirasto CA, C = FI

Information on Algorithm: sha512RSA
Public key (ASN.1-notation): 4096 bits

30 82020a 0282020100 ac7f46a298f412ae 6¢c631bag be eagbag 26 oe
a1af f3df 49 3f 6b 2b b2 fo 20 50 451a dc c4 87 9b e130 59 97 05 d8 6e e4 6e 65
oace362128e51c08ef4158133c92e8 6dbai174531d7d3dcdcbc 833480
fd d2 84 5e 09 70 6f 49 f7 3 86 68 e0 5d 611519 €8 b3 cd 05 a0 84 do 7a 40 86
5d 12 2a 7¢ 1718 dd 46 20 03 85 dg do 18 9d 08 ao 03 a0 eo 40 ff 23 ¢4 bs 9d 73
19 €6 90 82 71 42 58 6d cc f5 d2 fe 4f 2c be 2a 73 fe 36 33 6f 8e 58 of 07 91 bc 8¢
4c98doc1b3z5fa3z87dgbycqgcog 6647f61ee3dbgbdgay38f38ofafoagds
77 b4.18 2b 93 36 bc ac fc b3 5b de dc 97 59 5a ba 7d 65 96 ea f6 ae 52 a4 1e 78 of
58 db dd d1¢8 de ef 4a 3a 44 b8 ce be a2 3e c1f8 6b 4b 512b ea a3 3b 3d 45 68 73
78 52 d6 7d e5 1c be 1f 89 fg a1fe 8c 4e €4 47 74 9b a6 ba b3 4b f1 co aa bc 6a 3d
bf da 40 c431¢c172 8256 56 c6 2b fg a1 4c 88 3d 33 b17536 ag 2cda1ca3 26 gb
2a2a1ae9cgdocdi1803681d4d1abyb8933d4e97fe17e7a8fad7oa2e 64
87 65 6b ag 10 a3 01 a8 b7 45 6f d1 of d2 30 214f 51¢c214 9d 88 2f 6a 9d eg a5 06
46 do 98 bd f219 oe 7f 1312 57 a5 4b 88 7b 2b 3d ab 60 c6 bc d4 24 86 03 9e 48
53 44 ¢8 cd d2 57 c5 8d eo 7e e1 89 do 7 8f 316 4e f1 44 14 2f 4736 7f 90 do 19
b8 49 af 66 1a 53 a9 32 €9 5d e6 bd e7 0112 45 co ¢8 53 9b 09 of ec 96 76 40 35
19 1b 8f 7333 05d2f3af2c23 05115b213bf743 9016 a2 613e 51 7f 7319 €7 9b
f374 9b 4cdo 88 2f 7f e73e 618237 cd 9e f6 eb 99 f63a bo 94 do 74 e4 ao c3 85
fc14 9a ff 20 47 02 b4 b8 c5 f53c 03 1d 30 ad fe 9c 29 00 45 02 03 01 00 O1

SHA256 thumbprint:
6E73C6A3422AE3BB37AF6D3933092A1F6959C09EB17FOATE14F539665F50C949
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Applied policy: Itu-t(o) identified-organization(4) etsi(o) qualified-certificate-
policies(194112) policy-identifiers(1) gcp-natural-gscd (2) = 0.4.0.194112.1.2

This service is referred to as “Temporary certificates for social welfare and healthcare
professionals - G2R”. The service issues certificates for authentication and
nonrepudiation to social welfare and healthcare regulated personnel, where the
private signing keys reside in a secure signature creation device, according to ETSI EN
319 411-2 V2.3.1 (2021-05), QCP-n-gscd.

The set of documents describing the service is [19], [41], and [66].

The audit was completed successfully without critical findings.

For contact information, see page 2.

End of Audit Attestation
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